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1 About this Document

This document has been prepared by the Gambling Supervision Commission and contains all
of the guidance necessary to operate a framework for compliance with the Gambling (Anti-
Money Laundering and Countering the Financing of Terrorism) Code 2019 (the Code).

The guidance seeks to directly connect the Code and guidance issued by the GSC with the
Financial Action Task Force Recommendations. For this reason, FATF's Recommendations or
observations are noted in each section of the document.

In compiling this document, the GSC has also recognised anti-money laundering, countering
the financing of terrorism and proliferation financing literature from the FATF, MONEYVAL
and the Island’s National Risk Assessments.

Throughout this document you will find details on AML/CFT/CPF guidance and policy, FATF
recommendations and Code requirements.

The contents of this guidance should not be construed as legal advice.

The Code definition of “financing of terrorism” includes the financing of proliferation and is
to be construed in accordance with the definitions of “financing”, “terrorism” and
“proliferation” in section 3 of the Terrorism and Other Crime (Financial Restrictions) Act 2014.
So, references to AML/CFT also include countering proliferation financing.

Useful Links

This document is not the only source of information on AML, CFT and CPF. Please see Part 9
of this document for a list of useful information sources.

About the GSC

The GSC is responsible for licensing and regulatory oversight of the gambling sector including
compliance with legislation such as various gambling acts and where applicable the Code.
The GSC is an independent statutory board of Tynwald and comprises the Inspectorate and
the board of the Commission. The GSC refers to licence holders as “operators” throughout
this guidance.

The board of the Commission consists of independent members drawn from various
professions and backgrounds. The board of the Commission conducts monthly hearings into
all matters that pertain to gambling in the IOM and are supported by their Inspectorate.

Preventing and detecting financial crime is a core priority for the Gambling Supervision
Commission - its regulatory objectives set out in law support this. The Inspectorate is
managed by the Chief Executive of the GSC. The GSC supervises AML/CFT compliance
through a combination of both desk-based (e.g. data returns, review of policies and
procedures) and onsite methods (e.g. sampling live systems, speaking to AML/CFT staff).
AML/CFT inspections typically include both a technical assessment (self-assessment) and
practical assessment including an onsite inspection. The GSC publishes its supervisory
methodology and inspection procedures!.

The GSC maintains separate guidance for General Compliance Supervision inspections?, which
covers the full range of operational, consumer protection, and governance requirements
applicable to licensed operators?.

" https://www.isleofmangsc.com/media/wmfaowed/aml-cft-supervision-methodology-and-
inspections-procedures-gambling-operators. pdf
2 https://www.isleofmangsc.com/media/yrkp2fni/supervision-procedures-v1.pdf
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The Commission also participates in national initiatives to assess the risk of ML/FT/PF within
the sector as well as evaluation exercises, conducted by external teams of assessors, which
check the IOM’s national commitment and performance against international standards.

The GSC is available 9:00am to 5:00pm Monday to Friday and can be contacted via phone
on +44 (0)1624 694331, via e-mail on gscamlinspections@gov.im or at the postal address
below—

Ground Floor,

St. George’s Court,
Myrtle Street,
Douglas,

Isle of Man,

IM1 1ED

For more information about the GSC, its structure and its statutory functions, please visit the
GSC's webpage’.

The Financial Action Task Force

The FATF leads global action against ML, FT and PF. The FATF conducts research into how
money is laundered and terrorism is funded, promotes global standards to mitigate the risks,
and assesses whether countries are taking effective action. As an inter-governmental body,
the FATF sets international standards that aim to prevent illegal activity and the harm it
causes to society. As a policy-making body, the FATF works to bring about national legislative
and regulatory reforms in these areas.

The FATF Recommendations are also often referred to as the FATF standards, for AML, CFT
and CPF to promote the effective implementation of those standards. It also has a role to
identify deficiencies at the national level. Where significant and sustained deficiencies are
identified, the FATF publishes lists to warn others of weaknesses in those countries which
adversely effects business and encourages compliance.

The body which scrutinises the IOM’s compliance with FATF's recommendations is an
associate member of FATF and a so called FATF-Style Regional Body (FSRB) called the Council
of Europe Committee of Experts on the Evaluation of Anti-Money Laundering Measures
(MONEYVAL for short).

The FATF also works closely with independent organisations which have a role to play in
combating ML, FT and PF; these organisations are called observers and include the
International Monetary Fund, Interpol, The World Bank, United Nations Committees and a
number of regional financial institutions and development banks.

The FATF regularly reviews and updates its Recommendations to ensure they remain current
and responsive to emerging risks.

FATF's Recommendations and Methodology

Originally created in 1990 to combat the misuse of financial systems by persons laundering
drug money, the FATF's mandate was broadened in 2001 to include the interception of
terrorist financing. Forty Recommendations and eight (later nine) Special Recommendations
were endorsed by over 180 countries as the international standard.

The latest Recommendations from FATF (40 in total) were first published in February 2012
and are known as the “International Standards on Combating Money Laundering and the

3 https://www.isleofmangsc.com/gambling/
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Financing of Terrorism & Proliferation”. Alongside the Recommendations sits the FATF
Methodology that sets out the criteria for assessing countries’ compliance with the
Recommendations.

Recommendation 1 of these set of international standards states that countries should
identify, assess and understand the risks of ML, FT and PF that could occur within their
jurisdiction and take the measures described in the standards to address those risks.

The principal vehicles of the IOM to combat ML, FT, and PF are the:

e Proceeds of Crime Act 2008 (POCA) — the principal legislation criminalising money
laundering and enabling confiscation and recovery of criminal assets;

e Anti-Terrorism and Crime Act 2003 (ATCA) — creates offences relating to terrorist
financing, fundraising and the use/possession of terrorist property;

e Terrorism and Other Crimes Financial Restrictions Act 2014 (TOCFRA) — provides
powers for asset freezing and financial restrictions relating to terrorism and
proliferation financing;

e Sanctions Act 2024 — enables the Isle of Man to implement UN and UK sanctions
regimes;

e Financial Intelligence Unit Act 2016 (FIU Act) — establishes the IOM FIU as an
independent statutory body and defines its functions, powers and information-sharing
framework; and

The Anti-Money Laundering and Countering the Financing of Terrorism Code 2019
and the Gambling (Anti-Money Laundering and Countering the Financing of Terrorism
Code) 2019 — the Codes impose AML/CFT obligations on regulated persons and
include risk assessments, customer due diligence, ongoing monitoring, reporting and
record-keeping requirements amongst other measures.

The AML/CFT Codes are made under section 157 of the Proceeds of Crime Act 2008 and
section 68 of the Terrorism and Other Crime (Financial Restrictions) Act 2014, and provide
direction to regulated businesses on the prevention and detection of money laundering,
terrorist financing, and proliferation financing — often referred to as “preventative measures”.

MONEYVAL and its Evaluation of the Island

MONEYVAL assesses its members' compliance of legal, supervisory, law enforcement and
financial and specified non-financial frameworks through a peer review process of mutual
evaluations, including assessing the effectiveness with which measures to tackle ML/FT/PF
are implemented in practice. Mutual evaluations include recommendations to national
authorities to improve their systems.

The Isle of Man’s 5t Round Mutual Evaluation Report (MER) was published in 2016. Following
the MER, the IOM was placed into MONEYVAL’s enhanced follow-up process to monitor
progress in strengthening its AML/CFT/CPF regime. In the years that followed, the IOM
Government, together with regulatory and law enforcement authorities, undertook a
substantial programme of reform to address the identified deficiencies and implement the
recommended actions.

As a result of this sustained progress, the Isle of Man exited the enhanced follow-up process
in December 2022, reflecting MONEYVAL's recognition that the recommended actions had
been largely addressed.
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The Island is now positively rated against 39 of the 40 FATF Recommendations,
demonstrating a strong level of technical compliance and a comprehensive legal and
regulatory framework.

Since the last MER, the focus has increasingly shifted towards improving effectiveness in
practice, with continued efforts across government, supervisory authorities, and law
enforcement to ensure that AML/CFT/CPF measures deliver tangible outcomes.

At the time of publication of this guidance, the Isle of Man is undergoing its 6" Round
MONEYVAL mutual evaluation, which will assess both the sustainability of its technical
compliance against the evolving standards and the effectiveness of its framework in
operation.

AML/CFT Legislation Applicable to Operators

The FATF Recommendations apply to Financial Institutions and Designated Non-Financial
Businesses and Professions (DNFBPs) which includes land-based, ship-based and online
casinos. The FATF Recommendations, unlike the European Union (EU) Money Laundering
Directives, do not currently apply to other forms of gambling. However, the Isle of Man
applies AML/CFT supervision across the wider gambling sector.

Online gambling operators (excluding those that only provide software supply), bookmakers
and casinos all fall under the remit of the Code. The majority of the Code requirements apply
equally to each type of operator however there are slight differences in respect of customer
due diligence.

Software suppliers are required to comply with licence conditions that include some AML/CFT
measures — further detail can be found in AML/CFT Guidance for Software Suppliers that is
published on the GSC's website*.

Operators are also obliged to comply with financial sanctions which have effect on the Island.
The IOM Customs and Immigration Division is responsible for the implementation of United
Nations (UN) and United Kingdom (UK) financial and economic sanctions and export and
trade licensing controls in the IOM.

More information can be found on the Customs and Immigration website”.

For consolidated versions of current Primary and Secondary legislation please visit the
Government’s legislations site®.

4 https://www.isleofmangsc.com/gambling/anti-money-laundering/anti-money-laundering-
guidance/

> https://www.gov.im/categories/tax-vat-and-your-money/sanctions-and-export-control

¢ https://legislation.gov.im/cms/

V1.4 — November 2026



14

What is Money Laundering?

ML is the process by which criminals seek to conceal the illicit origin, ownership, or control of
criminal property so it appears legitimate. This may involve disguising the source, moving
criminal property across jurisdictions, or converting criminal property into different forms to
reduce suspicion.

Criminally derived property can be laundered by using a wide range of methods, including
those involving gambling products and services.

Historically, ML has been described using a three-stage model:

Placement Layering Integration

Where criminal property By using a number of Where the laundered
is placed into the financial | complex transactions, the criminal property is
system criminal ownership of the reintroduced into the

criminal property is hidden legitimate economy

What is Terrorist Financing?

Terrorist financing (TF) refers to the provision, collection, or movement of funds or other
assets with the intention that they be used to support terrorist acts, organisations, or
individuals.

Unlike money laundering, terrorist financing does not require the funds to be of illicit origin.
Funds may derive from both:

o Legitimate sources, such as salaries, business profits, donations, or charitable activity;
and

o Illicit sources, including drug trafficking, fraud, smuggling, kidnapping, and extortion.

A key feature of terrorist financing is that it often involves relatively small amounts and may
be embedded within otherwise normal financial activity, making detection inherently
challenging.

Whilst money laundering focuses on disguising the origin of criminal proceeds, terrorist
financing typically involves concealing the destination, purpose, or end use of funds. This
may include:

e Obscuring the link between funds and terrorist actors or networks;

e Using intermediaries, front organisations, or abuse of legitimate structures (e.g.
businesses, charities); and

e Moving funds across borders or through multiple channels, including digital and virtual
asset platforms.

Modern terrorist financing methods are often:
o Decentralised and network-based, rather than centrally organised;

o Digitally enabled, including use of online platforms, crowdfunding, and virtual assets;
and

o Blended with legitimate activity, making traditional red flags less obvious.
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Accordingly, a rigid or transactional view of TF is unlikely to be effective. Instead, relevant
persons should adopt a risk-based and contextual approach, focusing on behaviour, intent,
and indicators rather than simply transaction size or source of funds.

The key consideration should be:

“Do I know, suspect, or have reasonable grounds to suspect that funds or other assets may
be used to support terrorism?”

What is Proliferation?

Proliferation is defined by the FATF following UN Security Council Resolution 1540 as “the
manufacture, acquisition, possession, development, export, trans-shipment, brokering,
transport, transfer, stockpiling or use of nuclear, chemical or biological weapons and their
means of delivery and related materials (including both technologies and dual-use goods used
for non-legitimate purposes), in contravention of national laws or, where applicable,
international obligations”. It includes technology, goods, software, services or expertise.

What is Proliferation Financing?

PF is defined by the FATF as referring to “the act of providing funds or financial services that
are used, in whole or in part, for the manufacture, acquisition, possession, development,
export, trans-shipment, brokering, transport, transfer, stockpiling or use of nuclear, chemical
or biological weapons and their means of delivery and related materials (including both
technologies and dual use goods used for non-legitimate purposes), in contravention of
national laws or, where applicable, international obligations.

This may include activities involving:

o Dual-use goods and technologies, which may have legitimate civilian use but can be
repurposed for weapons of mass destruction (WMD) programmes;

o Complex procurement and supply networks, often multi-jurisdictional; and

e The use of front companies, intermediaries, and trade-based schemes to disguise the
true end use of goods or funds.

PF is distinct from, but closely linked to, both money laundering and terrorist financing:
¢ Unlike ML, and like TF, the funds involved may be entirely legitimate in origin;

e The main concern is the end use and ultimate beneficiary of the funds, rather than
the source; and

e PF activity can be associated with state-sponsored or state-linked programmes and
sanctioned entities.

PF may intersect with other risks, including:

e Sanctions evasion, particularly where designated persons or jurisdictions seek to
circumvent restrictions;

e Terrorist financing, where terrorist groups seek to acquire or develop WMD capabilities
(although this is rare in comparison); and

o lllicit procurement networks, which exploit global trade systems and financial channels.

Modern PF activity is typically highly complex, involving multiple layers of intermediaries. It
is often cross-border by nature, exploiting jurisdictions with differing controls.

Given these characteristics, detection relies less on transaction values and more on identifying
red flags, such as unusual trade patterns, inconsistencies in customer profiles, links to high-

V1.4 — November 2026



risk jurisdictions, or attempts to obscure counterparties and beneficial ownership.
The key consideration for relevant persons should be:

“Do I know, suspect, or have reasonable grounds to suspect that funds, goods, or services
may be connected to the proliferation of weapons of mass destruction?”

More information can be found on the Customs and Immigration ‘Sanctions relating to
Proliferation Financing page’ and in the PF National Risk Assessment®.

The Role of Operators in Combatting Crime

Operators play a crucial frontline role in the detection and reporting of financial crime. Whilst
they do not have access to law enforcement intelligence or classified databases, they are
positioned to observe the day-to-day activities of their customers and business partners in
real time.

Conversely, law enforcement and competent authorities have access to sensitive intelligence
and have robust investigative powers, however they do not have visibility or resource to
monitor every transaction performed in the financial framework.

The effectiveness of the AML/CFT framework relies on both perspectives, in addition to
sustained collaboration between public and private sectors.

Isle of Man Financial Crime Partnership (IOMFCP)
The IOMFCP is a positive example of public-private collaboration.

An e-Gaming Risk Operational Group was established under the IOMFCP in August 2025.
The groups comprises private members from six different sectors and includes public
sector representation from both regulators, the Police and the Isle of Man Financial
Intelligence Unit (FIU), who operate as the group’s Secretariat.

The group work on strategic projects that link to the National Risk Assessments. The
group seeks to create strategic products that can assist e-Gaming and associated
industries. In September 2026 they developed published ‘Proportionate and Intelligence
Led Diligence’ best practice framework to help online gambling and content-supply
businesses mitigate the risk of criminal ownership and complex corporate structures. This
intelligence-led guidance encourages non-intrusive supply chain checks such as reviewing
public records, observable activity, and contractual terms to supplement, rather than
replace, existing regulatory and customer due diligence obligations.

All documents produced by the group, together with annual reports and other useful
documents may be found on the FIU’s website! and the GSC strongly encourages
operators to make use of this helpful resource.

The FATF framework is designed to match the respective strengths of each party to achieve
two key effects:

Strategically, as a result of increased detection and prosecution success, the framework raises
the cost of ML, FT and PF and subsequently reduces the profitability of crime;

7 https://www.gov.im/categories/tax-vat-and-your-money/sanctions-and-export-control/sanctions-
relating-to-proliferation-financing/
8 https://counteringfinancialcrime.im/media/2h4nxt53/pf-nra-july-2026.pdf
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Operationally, it-
e Disrupts criminal operations by freezing laundered funds;
¢ Slows down the rate at which laundering can occur by setting caps;
e Puts assets beyond the use of criminals through seizure;
e Improves the quality of evidence available for prosecutions; and

e Creates tension and schisms between criminal/terrorist financiers and the
operational/tactical arms of their organisations leading to weaknesses that can be
exploited by the authorities.

In the absence of being able to positively determine whether a customer is a person of
interest to the authorities, it may be that a proportion of suspicious activity reports (SARSs)
and reports made under section 24 of the FIU Act will result in no further action. It is
important to note that the effort to report suspicious activity must not be considered wasted.
The submission of useful and detailed information allows the authorities to cross-refer
reported individuals with intelligence databases, help build broader intelligence pictures over
time and when matches do occur, the authorities gain valuable opportunities to exploit the
information.

Operators can assist the authorities by ensuring that the reports they submit are done in a
timely manner, based on clear, well-articulated suspicion, and are sufficiently detailed to allow
the authorities to efficiently bracket individuals on their databases and to establish audit trails
of the suspects’ transactions. Strong record-keeping procedures are also essential to support
law enforcement and competent authorities in their efforts.

The GSC’s AML/CFT Outreach

Since 2023, the GSC has had dedicated outreach resources which host in-person events and
drop-ins, produce reports, typology and red flag publications, webinars, factsheets and more.
Outreach is primarily driven by risk intelligence, supervisory findings and operator feedback.

The main event on the outreach calendar is the bi-annual GSC AML forum. First established in
2016, the Forum meets twice a year and provides a mechanism for the sharing of
AML/CFT/CPF risks, typologies, inspection findings, best practices and discussion on policy
change. It also provides a forum to provide AML supervision feedback with the aim of having
a positive impact on compliance. Although there is no mandatory obligation to attend, the GSC
strongly encourages operators to send a representative to the meetings. Persistent non-
attendance could call into question the capacity of the operator’s AML/CFT/CPF function and
reasons for non-engagement.

Guest speakers are regularly arranged around important topics. Examples have included
Customs & Immigration covering Targeted Financial Sanctions, the FIU on Suspicious Activity
Reporting and the IOMFCP, along with government representatives providing updates on
national coordination efforts and international standards.

The GSC welcomes topic recommendations or suggested speakers from Forum members and
regularly undertakes surveys to receive feedback and suggestions. Constructive feedback from
operators is a key tool for improving the effectiveness of the GSC’s supervisory approach and
programme of outreach.

Links to the GSC's outreach resources can be found in the appendix of this document.
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Key Message

Introduction - Key Messages

GSC guidance has been prepared to assist operators in operating compliant
AML/CFT frameworks.

The Guidance connects the Code and FATF Recommendations.

One of the objectives of the GSC is to keep the gambling industry crime free and
to do this, the IOM cooperates on initiatives to combat ML, FT and PF. Failure
to do so may lead to an international sanction.

The IOM’s AML/CFT/CPF framework of legislation and guidance is drafted in line
with the FATF Standards.

Operators play a key role in combatting ML, FT and PF by reporting suspicions
and keeping detailed records so that the authorities can efficiently bracket
individuals to establish audit trails of suspects.

Operators should keep up to date with GSC outreach and are strongly encouraged
to attend the GSC's AML Forums where they can keep up with AML/CFT/CPF
news, typologies, best practices and discussion on policy change.
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Part 1: Interpretation
1.1 Terrestrial Operators

Paragraph 3 of the Code (Interpretation) provides a long list of defined terms used in the
Code and spans pages 3-10.

This part of the guidance highlights 3 concepts drawn from the Code interpretations that are
key to understanding how the Code applies to land-based casinos, along with licensed
bookmaker offices (bookmakers),collectively known as terrestrial operators.

GSC Guidance and Policy

1 - “Customers”

The term customer is used throughout the Code and the guidance for ease and
consistency rather than punter, player, gamer, gambler, participant, etc. Customers include
those that attempt to carry out a transaction or start a customer relationship.

2 - "Ongoing customer relationships” and “occasional transactions”

All customer activity is split in two; ongoing customer relationships and occasional
transactions. These two terms are particularly important as the requirements for CDD, etc.
vary depending on this distinction-

An ongoing customer relationship is where an account is opened for a customer.

An occasional transaction is a single transaction or multiple linked transactions that take
place where no account is opened.

For bookmakers, all activity is considered an occasional transaction therefore, requirements
relating to ongoing customer relationships do not apply.

For casinos, both may apply because they can have members/account holders and walk-in
customers that do not hold membership/an account.

3 - “"Thresholds”

Ongoing customer relationships and occasional transactions each have an applicable
“threshold”-

The qualifying transaction threshold applies to ongoing customer relationships and is
EUR 3,000 (or equivalent) in 30 days.

The occasional transaction threshold is EUR 3,000 (or equivalent) in a single or several
linked transactions.

For clarity, both thresholds are EUR 3,000 in wagers or EUR 3,000 in collected winnings.
Occasional transactions include-
(a) the wagering of a stake, including

(i) the purchase from, or exchange with, the casino of tokens for use in gambling at
the casino; and

(ir) payment for use of gaming machines;

(b) the collection of winnings and need not take account of winnings from a previous
transaction which had not been collected from the operator but are being re-used in the
transaction in question.
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The table below summarises Code requirements that apply all the time, for customers that exceed the occasional transaction threshold or
for customers that exceed the qualifying transaction threshold:

Occasional transactions Ongoing customer relationships
(bookmakers & casino walk-ins) (account holders)

Applies to Applies to

Req u i rement customers customers over the
Applies all the time over the Applies all the qualifying
occasional time transaction_
transactio threshold
n threshold

Procedures and controls (paragraph 4)
« For all things required by the Code
+ Risk based & approved by management

+ Register on Themis

Business risk assessment (paragraph 6)

+ Regularly reviewed, updated and
recorded v N4

« Cover all of the listed risk factors
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Technology risk assessment
(paragraph 7)

+ Regularly reviewed, updated and
recorded

+ Before implementation or development
of
new products, business practices,
delivery methods and technology

+ Cover all of the listed risk factors

Customer risk assessment (paragraph 8)

+ Regularly reviewed, updated and
recorded

« Cover all of the listed risk factors

+ Adhere to the “may be” and "must be”
high-risk factors

Identify customer and source of funds (not
source of wealth) (paragraph 10)

Verify customer’s identity (paragraph 11)

Periodic check that customer’s identity and
verification are satisfactory (paragraph 12)

Check if customer is a PEP and, if so, identify
source of wealth and get senior
management approval

NN RN EN

Carry out EDD on high-risk customers,
including source of wealth and enhanced
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monitoring (paragraph 14)

Reasonable measures to identify customers
that exceed the occasional transaction
threshold

N/a

N/a
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Ongoing monitoring of customer (paragraph 15)
+ CDD

+ Transactions

+ Sanctions

Record keeping (paragraph 16)
+ Record everything the Code requires you to do

Record retention (paragraph 17)

+ Keep for 5 years (even if no longer licenced)

+ Keep longer any records relating to a ML/FT/PF
investigation

Format and retrieval of records (paragraph 18)
« Hard copy on-Island - without delay

+ E-copy - without delay

« Hard copy off-Island - 7 days

Registers of disclosures (paragraph 19)
+ Create registers of internal and external SARs
+ Required even if nothing recorded yet

Register of ML/FT/PF enquiries (paragraph 20)

+ Create a register for enquiries from the authorities

+ Required even if nothing recorded yet

Appoint MLRO (paragraph 21)

+ Responsible for reporting procedures, internal &

external disclosures
« Sufficiently senior & access to board
 Sufficient time & resource
+ Consider Deputy MLRO
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Reporting procedures, Internal Disclosures, external
disclosures (paragraph 22-24) V4

Appoint AML/CFT Compliance Officer (paragraph 25)
+ Can be the same person as the MLRO

+ Responsible for monitoring and testing compliance

« Sufficiently senior & access to board

. Sufficient time & resource

Monitoring and testing compliance (paragraph 25)
« Ensure compliant procedures for all Code requirements v
+ Test effectiveness

+ Remedy deficiencies
« Annual (at least) report to board

Integrity checks on new staff (paragraph 26) s

Staff training (paragraph 27)
+ New staff, at least annual & when requirements J

change
+ Cover all aspects listed

+ Recorded

Fictitious, anonymous and numbered accounts

(paragraph 28)
+ Don't set up or continue for customers over the threshold

Foreign branches and majority owned subsidiaries

(paragraph 31) v

+ Apply IOM standard to branches and subsidiaries (those
below the IOM entity in the group structure)
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1.2 Interpretation - Online Gambling

Paragraph 3 of the Code (Interpretation) provides a long list of defined terms used in the
Code and spans pages 3-10.

This part of the guidance highlights some of the key terms and important definitions rather
than copying all of the interpretation section.

GSC Guidance and Policy

The term “customer” is used throughout the Code and the guidance for ease and
consistency rather than punter, player, gamer, gambler, participant, etc. Customers include
those that attempt to engage with an operator.

The terms “occasional transaction” and “occasional transaction threshold” apply only
to bookmakers and casino walk-ins so should be overlooked by online gambling operators.

“0Ongoing customer relationship” is the applicable term for online gambling business as
this means a customer account.

“Qualifying transaction” means deposits or withdrawals and is an important term as
customers that exceed the “qualifying transaction threshold” of EUR 3,000 (or
equivalent) in 30 days must have their identity verified. For clarity, the threshold is EUR 3,000
in deposits or EUR 3,000 in withdrawals.

“Beneficial owner” is a term used throughout the CDD sections of the Code and is defined
as -

a natural person who ultimately owns or controls the customer or the natural person on
whose behalf a transaction is being conducted and includes—

a) in the case of a legal person other than a company whose securities are listed on a
recognised stock exchange, a natural person who ultimately owns or controls
(whether through direct or indirect ownership or control, including through bearer
share holdings) 25% or more of the shares or voting rights in the legal person,

b) in the case of any legal person, a natural person who otherwise exercises ultimate
effective control or significant influence over the management of the legal person,

¢) inthe case of a legal arrangement, the trustee or other person who exercises ultimate
effective control or significant influence over the legal arrangement; and

d) in the case of a foundation, a natural person who otherwise exercises ultimate
effective control or significant influence over the foundation.

This includes identifying individuals who exercise ownership or control directly or indirectly.
Particular emphasis is placed on understanding the ultimate ownership and control structure.
Operators should not rely solely on shareholding percentages.

“Senior management” means the officers or any other persons who are nominated to
ensure that the operator is effectively controlled on a day-to-day basis and who have
responsibility for overseeing the operator’s proper conduct.
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Part 1: Key Messages
Definition of Customer refers to punter, player, gamer, gambler, and participant.

Customer activity is split into two: ongoing customer relationships and occasional
transactions.

An ongoing customer relationship is where an account is opened for a customer.

An occasional transaction is a single transaction or multiple linked transactions that
take place where no account is opened. Online gambling operators are not
permitted to conduct occasional transactions.

For bookmakers, all activity is considered an occasional transaction therefore,
requirements relating to ongoing customer relationships do not apply.

For casinos, both may apply because they can have members/account holders
and walk-in customers that do not hold membership/an account.

Thresholds refer to EUR 3,000 in wagers or EUR in collected winnings.

V1.4 — November 2026

GAMBLING



27

Part 2: General Requirements
2.1 Procedures and Controls (Paragraph 4)

The FATF Requirement

FATF Recommendation 1 (Assessing risks and applying a risk-based approach) requires
obliged entities to identify, assess and understand their ML, TF and PF risks, and take
commensurate measures to mitigate those risks.

Operators must establish and maintain effective, risk-based policies, controls and procedures.

The policies, controls and procedures should be approved by senior management,
documented and kept up to date, and the measures taken to manage and mitigate the risks
(whether higher or lower) should be consistent with national requirements and with guidance
from competent authorities.

The 2019 Code
4 Procedures and controls

(1)  An operator must not enter into or carry on an ongoing customer relationship
or carry out an occasional transaction with or for a customer unless the operator
institutes, operates and complies with the systems, procedures, record-keeping,
controls and training required in order to comply with the following provisions:

(a) Part 3 (Risk-based Approach);
(b)  Part 4 (Customer Due Diligence);
(©) Part 5 (Record-keeping and Reporting);
(d)  Part 6 (Staffing, Training and Monitoring Compliance); and
(e) Part 7 (Miscellaneous).

(2)  The procedures and controls referred to in sub-paragraph (1) must:
(@)  have regard to the size and risks of the operator;

(b) apply to foreign branches and majority-owned subsidiaries (in
accordance with paragraph 31 (foreign branches and majority-owned
subsidiaries); and

(© be approved by the senior management of the operator.

(3)  An operator must register on the designated reporting platform as provided by
the Financial Intelligence Unit®

(4) The ultimate responsibility for ensuring that customer due diligence complies
with this Code is that of the operator, regardless of any outsourcing.

% As required by sections 142 to 144 of the Proceeds of Crime Act 2008 and sections 11, 12 and 14 of
the Anti-Terrorism and Crime Act 2003.
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GSC Guidance and Policy

It is imperative that operators have policies, procedures and controls in place, that meet Code
requirements, prior to going live. They should then be reviewed and updated post-going live
and periodically thereafter to ensure that they remain appropriate for the nature and risk of
the operator’s business.

Once procedures have been established, the onus is on the operator to ensure all staff
members are aware of their roles and responsibilities, through a robust training programme.
(See 6.3 Staff training (Paragraph 27)).

All procedures and controls should be risk-based and in line with the business risk
assessment (see 3.3 Business risk assessment (Paragraph 6)), which must also consider
national and sectoral risks. They should also apply to all foreign branches and majority owned
subsidiaries (See 7.4 Foreign branches and majority owned subsidiaries (Paragraph 31)).

The Code requires AML/CFT/CPF procedures and controls to be approved by senior
management. The GSC expects approval from the following:

e The AML/CFT Compliance Officer;
e The MLRO (for those relating to suspicious activity reporting); and
e At least one Director.

The designated reporting platform for reporting to the FIU is ‘Themis’. The platform can be
accessed at the following link: https://disclosures.gov.im.

All operators must have at least one staff member (the MLRO) registered on Themis at all
times. This is to avoid delay in reporting due to the need to set up an account. Further,
Themis is used by the FIU as a messaging system and repository for guidance and other
useful information. The FIU also publish Themis guidance documents?®

Where an operator outsources any aspect of CDD to third parties (e.g. to a customer service
centre) the operator must ensure that the third party complies with the requirements of
the Code. In other words, the operator remains responsible for AML/CFT/CPF compliance.

Where operators utilise the services of a Trust and Corporate Service Provider (TCSP) or
other third party in respect of key functions, they must not rely on generic or “off-the-shelf”
policies and procedures. Operators retain full responsibility for ensuring that such policies
and procedures are appropriately tailored to their individual business model, customer base,
and risk exposure, and are informed by and consistent with their risk assessment.

Best Practice

e Documents include a version control detailing the version number and date,
changes made, author and approval.

e Procedures are not overly technical, can be understood by all staff members
and applied to their roles.

e Documents are kept in an online library so that staff members can easily access
current versions.

10 https://www.fiu.im/themis-guide/
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Terrestrial Operators

Printed copies of procedures should be made available for staff members without
easy access to computers.

Key Messages

Procedures and Controls - Key Messages

Operators must have Policies and Procedures and controls in place prior to going
live and updated periodically.

All Staff must be aware of their roles and responsibilities trough a robust training
programme.

All procedures and controls should be risk-based and in line with the BRA and
apply to all foreign branches and majority owned subsidiaries.

Procedures and controls are to be approved by senior management.

Where outsourcing any aspect of the operator’s compliance programme, the
operator remains responsible for AML/CFT compliance.
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2.2 Prohibitions (Paragraph 5)

The FATF Requirement
N/A

The 2019 Code
5 Prohibitions

(1)  Terrestrial gambling operators must not enter into an ongoing customer
relationship with, or carry out an occasional transaction for, a customer that is
known to be conducting gambling by way of business.

(2)  An online gambling operator may enter into an ongoing customer relationship
with a customer that is known to be conducting gambling by way of business
subject to the requirements of sub-paragraph 10(3)(c) (customers acting by
way of business).

(3)  An online gambling operator must not carry out occasional transactions.

GSC Guidance and Policy

Gambling activities can be categorised or split in various ways, including -
Occasional transaction vs. ongoing customer relationship; and

Retail vs. “by way of business”.

“Occasional transaction” is defined in the Code and describes a single or several linked
transactions outside of an ongoing customer relationship.

“Ongoing customer relationship” is defined in the Code and describes an operator-
customer relationship where an account is opened.

“Retail” describes activities by a customer that is a natural person gambling as a recreational
activity.

“By way of business” describes gambling activities that are business related rather than a
recreational activity and may be undertaken by a natural person or legal person (e.g. a
company) or arrangement (e.g. a syndicate). Business activities include junkets, professional
gamblers, agents, affiliates and businesses to business (B2B) transactions.

For more detail on categorisation of gambling activities and their related risk factors (see 3.6
Risk Factors — Gambling Customer Categories/Types).

% Terrestrial gambling operators

Terrestrial (land-based) gambling activities are considered retail operations and, as
such, the Code prohibits the carrying out of transactions where the customer is known
to be acting by way of business. Transactions that are carried out on behalf of
another person are permitted only where this does not constitute business activity.
In such cases additional CDD requirements apply. The person on whose behalf the
activity is being conducted is classed as the beneficial owner of the customer, and the
operator must understand the nature and purpose of the arrangement.

The GSC understands it may not be clear to the operator from the outset of the
activity that it is being conducted on behalf of another person or by way of business.
However, this does not negate the operator’s obligation to identify and manage such
risks as they emerge during the course of the customer interaction.
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The GSC expects terrestrial operators to implement robust and effective controls, such
as:

e Comprehensive training for frontline staff, enabling them to identify indicators
of customers acting on behalf of third parties, professional play or behaviours
inconsistent with recreational gambling;

e Ongoing monitoring of customer behaviour, not limited to the point of entry;

e The application of appropriate CDD measures where third-party involvement
is identified;

e C(Clear escalation procedures so that concerns are promptly reported and
assessed; and

e The refusal of transactions where there is knowledge or suspicion that the
activity constitutes business activity.

Prohibitions - Terrestrial Gambling Operators

Look out for...
Third-party activity indicators

e Attempts to use accounts of a third party to fund bets or receive winnings;

e Customers who refer to phone, text or written instructions shortly before placing
bets;

e Betting slips in other people’s handwriting;

e Betting slips in other people’s names; and

e Customers reluctant or unable to explain who they are acting for.

By way of business / Organised activity indicators

e Groups of individuals acting in a coordinated manner (e.g. placing similar or
structured bets across counters);

e Customers placing high volume of bets with a structured strategy;

e Evidence of pooling funds between individuals or settling balances between
themselves; and

e Individuals displaying behaviour consistent with professional or syndicate gambling
rather than recreational play.

% Online gambling operators

Are not permitted to carry out occasional transactions. All activity must be linked to
an account (an ongoing customer relationship). If a customer wanted to carry out a
‘one-off’ transaction, an account must still be established and the relevant CDD
requirements must be carried out. Online gambling operators are also allowed to
accept gambling that is by way of business however additional due diligence
requirements apply (see 4.3 Summary of requirements).
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Key Messages

v

v

Prohibitions - Key Messages

Online gambling operators are not permitted to carry out occasional transactions
and all activity must be linked to an account.

Terrestrial gambling operators must not enter into an ongoing customer
relationship with, or carry out an occasional transaction for, a customer that is
known to be conducting gambling by way of business.

Online gambling operators may enter into an ongoing customer relationship with
a customer that is known to be conducting gambling by way of business subject
to the requirements of sub-paragraph 10(3)(c).
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Part 3: Risk-Based Approach

3.1 Why Adopt a Risk-Based Approach to AML/CFT/CPF?

The risk-based approach recognises that there are finite resources available to combat ML,
FT and PF. The concept behind the risk-based approach is therefore summarised as-

"If we have limited resources, let us at least use them wisely.”

If an analogy is warranted then one can imagine a police force with 100 traffic officers
charged with reducing speeding, dangerous driving and so forth. It can deploy them evenly
throughout its district — or — it can station them on roads that are straight, near built up areas
and schools and where accidents have been noted in the past. If it uses the latter strategy
then it has adopted a risk-based approach.

Naturally, if the police force is so well resourced that it can station an officer on every road,
then it need not resort to the risk-based approach. This will be an exceptional situation.

There are essentially four limbs to the FATF's risk-based approach —
e National Risk Assessment, covering risks at a national and sectoral level;
e Business Risk Assessment;
e Technology Risk Assessment; and
e Customer Risk Assessment.

For business, technology and customer risk, the Code lists “relevant” risk factors that must
be considered, which includes the NRA. It should be noted that there are elements of
crossover with each of these and, as such, the guidance is structured to explain the Code
requirement for each type of assessment with more detailed guidance on particular risk
factors later in the section.
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3.2 National Risk Assessment (Paragraph 6(3))

The FATF Requirement

FATF Recommendation 1 (Assessing risks and applying a risk-based approach) requires
a jurisdiction to assess its own ML/FT/PF risks and take action to coordinate efforts, apply
appropriate resources and effectively manage risks. This NRA is the foundation for risk-
based measures across each of the FATF Recommendations.

The 2019 Code
3 Interpretation
(1) In this Code—

“National Risk Assessment” is a jurisdiction’s evaluation of its ML/FT risks which aims
to ensure that actions are co-ordinated domestically to combat ML/FT and proliferation,
as required under the FATF Recommendations;

6 Business risk assessment
(3) The business risk assessment must have regard to all relevant risk factors including—

(b) any relevant findings of the most recent National Risk Assessment relating to the
Island;

Isle of Man National Risk Assessment

The Isle of Man's National Risk Assessment (NRA) for Money Laundering (ML) and
Terrorist Financing (TF) was originally published in 2020. Since then, the Island has
continued to develop its understanding of financial crime risks through a series of
updated and standalone risk assessments published throughout 2025 and 2026. The
NRA now comprises of a suite of detailed national, sectoral, and thematic risk
assessments, providing a comprehensive picture of the Isle of Man’s ML, TF and PF
risks, including:

e The standalone Gambling Sectoral Risk Assessment published in February 2026
(referred to as the Gambling NRA throughout this guidance);

e The updated ML Risk Assessment published in March 2026;
e The standalone TF Risk Assessment published in July 2025;

e The standalone Virtual Asset and Virtual Asset Service Providers Risk Assessment
published in April 2026; and

e The standalone PF Risk Assessment published in July 2026.

These assessments, together with a number of other thematic and sector-specific risk
assessments, are available on the Countering Financial Crime Isle of Man website!!!2,

" https://counteringfinancialcrime.im/reports-and-assessments/key-assessments/
12 https://counteringfinancialcrime.im/reports-and-assessments/sectoral-reports/
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In May 2025, the Isle of Man also published its National Risk Appetite Statement for the
Online Gambling Sector!3, setting out the Island's approach to acceptable levels of risk within
the sector.

All operators are expected to be familiar with the findings, risks and expectations set out in
these documents and to ensure they are appropriately reflected in their business risk
assessments, policies, procedures, controls and wider AML/CFT/CPF frameworks. In
addition, all operators are required under the Code to consider the relevant findings of
the National Risk Assessments when conducting and maintaining their own business risk
assessments. Operators should therefore ensure that the risks identified at a national,
sectoral and thematic level are appropriately assessed, documented and addressed
within their AML/CFT/CPF control framework.

Isle of Man National Risk Assessment: Gambling

In February 2026 the Isle of Man Government released its National Risk Assessment for the
Gambling sector (Gambling NRA), In summary, the assessment finds that:

e The gambling sector overall is assessed as medium-high risk for money laundering.

e The online gambling sector is assessed as medium-high risk, reflecting a large number
of international customers and transaction volumes.

e The terrestrial gambling sector is assessed as medium-low risk, reflecting its smaller
size, domestic profile and lower transaction volumes.

Gambling NRA: Key Takeaways

The Gambling NRA highlights core threats in both the online and terrestrial sectors,
including:
e Criminal ownership and control of gambling businesses or B2B services, via front
companies and complex corporate structures.

e Exploitation by organised crime groups, including those from East and Southeast
Asia, for money laundering, cyber-enabled crime, and other illicit activities globally.

e Use of false or stolen IDs, synthetic identities, and mule identities by criminals to
access gambling services and obscure their true identity to bypass due diligence
controls.

e For terrestrial gambling, cash-intensive operations and casino-specific instruments
remain primary channels for laundering domestic predicate offences.
It also highlights potential emerging threats such as:

e Use of advanced technologies (AI, deepfakes, virtual assets) to obscure identities,
automate fraud, and facilitate cross-border transfers.

e Use of “turnkey solutions” (pre-packaged business setups) allowing rapid
establishment of operations and access to banking services with minimal
experience, as noted in UNODC reports?®>.

13 https://counteringfinancialcrime.im/reports-and-assessments/key-assessments/national-risk-
appetite/

4 https://counteringfinancialcrime.im/media/nmabsecb/gambling-nra.pdf

15 Casinos, Money Laundering, Underground Banking, and Transnational Organized Crime in East and
Southeast Asia: A Hidden and Accelerating Threat (January 2024); Transnational Organized Crime and
the Convergence of Cyber-Enabled Fraud, Underground Banking and Technological Innovation in
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3.3 Business Risk Assessment (Paragraph 6)

The FATF Requirement

FATF Recommendation 1 (Assessing risks and applying a risk-based approach) states
that obliged entities should identify, assess and take effective action to mitigate their ML/FT
risks.

The 2019 Code
6 Business risk assessment

(1)  An operator must carry out an assessment (a “business risk assessment”) that
estimates the risk of ML/FT posed by the operator’s business and customers.

(2)  The business risk assessment must be—
(a) undertaken as soon as reasonably practicable after the operator
commences business;
(b)  recorded in order to be able to demonstrate its basis; and
(©) regularly reviewed (details of any review must be recorded) and,
if appropriate, amended so as to keep the assessment up to date.

(3) The business risk assessment must have regard to all relevant risk factors
including—

(@) the nature, scale and complexity of the operator’s activities;

(b)  any relevant findings of the most recent National Risk Assessment
relating to the Island;

(©) the products and services provided by the operator;

(d) the manner in which the products and services are provided
including whether the operator meets its customers;

(e) the involvement of any third parties for elements of the customer
due diligence process;

(f) technology risk assessments carried out under paragraph 7
(technology risk assessment); and

(g)  customer risk assessments carried out under paragraph 8
(customer risk assessment).

GSC Guidance and Policy

What? The Code requires an operator to formally undertake and document a BRA in order
to estimate the risk of ML/FT/PF posed by its own business and its customers.

Why? The purpose of the assessment is for the operator to understand its inherent risks
and vulnerabilities so that it may tailor its AML/CFT/CPF controls accordingly. The BRA should
form the basis of the operator’s risk-based approach and once the relevant risk factors have
been assessed, the operator should be in a position to set a ‘risk appetite’, allowing the
operator to decide on how much risk they are prepared to tolerate. A risk-based approach
will determine how systems and controls are applied to mitigate risks.

Having a clear, documented BRA and risk appetite, which also considers the jurisdictional risk
appetite!®, should assist an operator in establishing and maintaining a positive compliance

Southeast Asia: A Shifting Threat Landscape (October 2024); Inflection Point: Global Implications of
Scam Centres, Underground Banking and Illicit Online Marketplaces in Southeast Asia (April 2025)
16 Please refer to the_Isle of Man's National Risk Appetite Statement for the online gambling sector.
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culture.

When? The Codes specifies that the risk assessment process must be conducted as soon
as reasonably practicable after the operator commences business. There is also a requirement
to review the assessment regularly, to detail reviews undertaken and make amendments to
keep it up to date. BRAs should be updated where there are significant changes to risk factors
(e.g. a new and significant target market or product; changes in the risk or threat landscape;
or changes to the Island’s National Risk Appetite Statement) or in the absence of such
changes, at least annually. A draft BRA should be prepared prior to launch (i.e. theory based)
which is to be updated once the operator has commenced business (detailing the applicable
risk factors where possible).

Who? The assessment should include input from staff members, AML/CFT experts such as
the MLRO and AML/CFT Compliance Officer, and subject matter experts regarding the
operator’s customer base, products and services.

How? A BRA is unique to each operator and based on considerations of the “relevant risk
factors” as listed in the Code. The relevant factors are explored in more detail below.

% A - Nature, scale and complexity of activities

Operators are in the best position to identify the areas of their business that present
the greatest risks of ML/FT/PF and therefore those that should be the focus of their
attention. Assessing the nature of gambling activities, the size of their operations, and
any complex activities that may need additional scrutiny, will help an operator identify
specific threats or vulnerabilities that exist in ML/FT/PF.

“Nature” of activities refers to the category/types of gambling, each of which has a
unique set of characteristics and risks (see 3.6 Risk factors; Gambling Customer
Categories/Types). Factors such as the use of cash or digital payment methods, the
extent to which activity may involve third parties or “by way of business” customers
should be considered.

“Scale” of activities refers to the volume and value of activities and the geographical
spread. As noted in the Gambling NRAY, the size and international reach of the
gambling sector are key drivers of ML risk, and operators should consider exposure
to higher risk jurisdictions through customers or supply chains.

“Complexity” of activities is a risk factor because overly complex models can be
abused in order to disguise the source or destination of funds or criminal ownership.
Complexity may arise from multi-layered ownership structures, the involvement of
multiple jurisdictions and business to business (B2B) arrangements such as network
services or software supply. Complexity should be well understood and commercially
justified.

Operators should recognise that risk exposure may arise through the wider business
ecosystem in which they operate. Operators should consider how ownership, control
and group structures, outsourcing arrangements and other significant business
relationships may influence their overall risk profile and ensure appropriate controls
and mitigating measures are in place to manage identified risks.

Operators should also consider the potential links between human trafficking, labour
exploitation, modern slavery, organised crime and the generation or laundering of
criminal proceeds. The PF NRA®® identifies exploitation of migrant workers and links
between transnational organised crime, illegal gambling networks and scam

7 https: / /counteringfinancialcrime.im/media/nmabsecb/gambling-nra.pdf
'8 https://counteringfinancialcrime.im/media/ivmbg3un/pf-nra-july-26.pdf
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compounds as relevant financial crime concerns. Depending on the operator’s
business model, these risks may arise through customer activity, beneficial ownership,
business relationships, suppliers or other third-party arrangements. Identified
exposure and appropriate mitigating measures should be reflected within the
operator’s BRA, as appropriate.

Relevant indicators may include unexplained third-party payments, opaque ownership
or control, business arrangements lacking a credible commercial rationale, or financial
activity inconsistent with the stated nature and scale of a business.

<+ B - National Risk Assessment

The IOM’s framework of National Risk Assessments (NRAs), including (but not limited
to) the Money Laundering NRA'®, Gambling NRA?°, Terrorist Financing NRA?' and
Proliferation Financing NRA??, provides an overview of both national and sectoral
threats and vulnerabilities which may be relevant to gambling operators. Operators
should consider the findings of these assessments, together with the National Risk
Appetite Statement for the Online Gambling Sector and other relevant thematic
guidance and typology documents issued by competent authorities.

Operators should assess the application of identified risks to their own business
models, ownership and control structures, products, customer base, jurisdictions,
payment methods, technology and B2B arrangements. Relevant findings should be
reflected in the BRA, CRAs and TRA, as appropriate, and translated into documented
and proportionate mitigating measures. Operators should be able to demonstrate how
material risks identified at national and sectoral level have informed their risk
assessments, policies, procedures, monitoring arrangements and wider AML/CFT/CPF
control framework.

< C - Products and services

A BRA should include a review of the products and services provided by an operator.
Different gambling products present varying levels of inherent risk, depending on their
structure, player interaction, and potential for misuse.

Peer-to-peer gambling that allows one individual to play directly against another, such
as poker, may be considered higher risk due to the associated risks of collusion
between players and techniques such as chip dumping to transfer value between
individuals. Gambling products, such as roulette, baccarat and craps may be
considered lower risk as they don't offer a high rate of return, however due to the
high likelihood of winning and the ability to engage in minimal-risk betting strategies
to legitimise illicit funds, this form of gambling could form part of a ML scheme (see
3.7 Risk factors; Gambling Products and Services/types).

Operators should consider the product risk assessment within the Gambling NRA.
< D - The manner in which the products and services are provided

This aspect refers to the delivery and transaction methods and covers a broad range
of considerations; whether the customer and operator meet face-to-face, what
payment methods are available and transaction types (see 3.7.1 Risk factors; Delivery
and transaction methods).

The Gambling NRA?? highlights that the online gambling sector’s risk profile is

19 https://counteringfinancialcrime.im/media/a2fnlfi0/money-laundering-nra-march26v3.pdf
20 https://counteringfinancialcrime.im/media/nmabsecb/gambling-nra. pdf

2 https://counteringfinancialcrime.im/media/nktj0030/iom-terrorist-financing-nra. pdf

22 https:/ /counteringfinancialcrime.im/media/ivmbg3un/pf-nra-july-26.pdf

B Isle of Man National Risk Assessment: Gambling (2026),
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significantly shaped by its international reach, technological developments and
evolving delivery models. In addition, the Isle of Man’s position as an international
financial centre may attract criminal actors seeking to move or layer foreign proceeds
of crime or terrorist funds through the jurisdiction as a transit point.

By contrast, the terrestrial sector generally involves lower transaction volumes and a
predominantly domestic customer base, which may present comparatively lower
inherent risk. However, these characteristics do not eliminate risk, and operators must
remain alert to the potential for misuse, particularly where transaction methods or
customer behaviour are inconsistent with recreational gambling.

E - The involvement of third parties

Consideration must be given to the involvement of third parties in the CDD process.
Third parties generally fit into one of two categories —

o Agents or introducers that provide CDD to the operator; and

o Entities that an operator outsources functions to, including TCSPs (or other
service providers) performing key operational or compliance functions.

In both categories, the operator remains responsible for obtaining and maintaining
satisfactory CDD. Where CDD is not provided directly by the customer there is an
increased risk that it may not be complete, accurate and up to date. Where third
parties carry out CDD functions, the risk is that the third party does not meet the
Code requirements and/or that training and compliance monitoring is insufficient.

Consideration should also be given to the risks arising from B2B arrangements,
including the use of network providers and software suppliers. The gambling sectoral
risk assessment and GSC guidance highlight that network services and software
supply arrangements introduce specific AML/CFT vulnerabilities, particularly where
operators:

e Provide or rely on platforms, infrastructure, or shared liquidity networks;
e Operate hosted models; and
e Deliver services across multiple operators or jurisdictions.

These models can result in reduced visibility of the end customer, particularly where
the operator does not control onboarding or the customer interface. There is also a
risk of fragmentation of AML/CFT responsibilities, with multiple parties involved in
CDD, transaction processing, and monitoring. Where B2B relationships are cross-
border, there may be the risk of differing regulatory standards.

The sectoral risk assessment identifies that B2B software supply chains and ancillary
services may be exploited by criminal actors, including for the movement of foreign
proceeds of crime, and that such arrangements may involve opaque ownership
structures and limited visibility over end users.

The GSC publishes standalone detailed guidance for network services providers and
software supply licence holders which should be referred to?*.

F - Technology Risk Assessment

Each current TRA should factor into the BRA (see 3.4 Technology Risk Assessment

(Paragraph 7)).

(https://counteringfinancialcrime.im/reports-and-assessments/sectoral-reports/gambling-sector-

report/)

24 https: / /www.isleofmangsc.com/gambling/anti-money-laundering/anti-money-laundering-
guidance/
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The TRA and BRA are expected to be maintained as separate documents. While there
should be clear alignment and cross-referencing between the two, the TRA must
stand alone as a comprehensive assessment of technology-driven ML/TF risk. This
distinction reflects the nature of the online gambling sector, which is inherently
technology-driven and subject to rapidly evolving delivery channels, digital products,
and associated risks. As such, maintaining a dedicated TRA supports a more focused
and in-depth assessment of technology-related risks, ensuring these are fully
understood, documented, and appropriately mitigated.

G - Customer risk
Consideration should be given to the risk of the operator’s customers base, including -

= The proportion and profile of high-risk customers, including those exhibiting
complex, unusual or high-value activity;

= The presence and proportion of politically exposed customers, including the
level, nature and frequency of their activity;

*= Countries where significant proportions of customers reside, or transactions
originate from, including exposure to higher-risk jurisdictions (please see 3.7.2
Risk Factors: Matters That May Be High-Risk); and

= Typical customer transaction volume, size and type.

This need not include a review of each and every customer except where the operator
has only a small humber of customers.

Operators’ controls are expected to include clearly defined risk-rating methodologies
and the use of risk indicators and triggers (e.g. behavioural changes, transaction
thresholds etc.).

Customer risk assessments should be dynamic and updated to reflect changes in
behaviour or transaction patterns, new information obtained through CDD and
ongoing monitoring and emerging risks identified through internal or external sources
(e.g. NRAs, typology documents, etc).

Best Practice

BRA clearly demonstrates an understanding of the ML/TF/PF risk factors faced
by the business.

Includes consideration of threats; likelihood and impact plus actions taken to
address.

Does not confuse AML/CFT/CPF risks and commercial risks.

Consideration is also given to parts (i.e. gambling, payment services) of other
countries’ NRAs.

Particular attention is paid to the NRAs of countries where significant portions
of the customer base reside.

a particular date is set for each calendar year for a periodic BRA to take
place.

Clear version controls.
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Key Messages

Business Risk Assessment - Key Messages

BRAs must be formally undertaken and recorded.

BRAs must estimate the ML/FT/CPF risks faced by its own business and its
customers.

BRA is integral in determining a business risk appetite and to establish AML/CFT
policies and procedures that have proper regard to risk.

BRAs must be conducted as soon as “reasonable practicable” after commencement
of business and must be kept up to date at least annually or where there is a
significant change to the risk factors faced by the operators business, this includes
the NRA and any associated documents such as the National Risk Appetite
Statement findings.
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3.4 Technology Risk Assessment (Paragraph 7)

The FATF Requirement

FATF Recommendation 15 requires obliged entities to carry out risk assessments prior to
the launch of new products, business practices or the use of new or developing
technologies. It also requires appropriate actions to manage or mitigate risks.

The 2019 Code
7 Technology risk assessment

(1)  Anoperator must carry out an assessment (a “technology risk assessment”) that
estimates the risk of ML/FT posed by any technology to the operator’s business.
(2)  The technology risk assessment must be—

(a) undertaken as soon as reasonably practicable after the operator
commences business;

(b)  undertaken prior to the launch or implementation of new
products, new business practices and delivery methods using
new delivery systems;

(©) undertaken prior to the use of new or developing technologies for
both new and pre-existing products;

(d)  recorded in order to demonstrate its basis; and

(e)  regularly reviewed (details of any review must be recorded) and,
if appropriate, amended so as to keep it up to date.

(3) The technology risk assessment must have regard to all relevant risk factors
including—

(@) technology used by the operator to comply with AML/CFT
legislation;

(b)  the business risk assessment carried out under paragraph 6;

(©) the products and services provided by the operator;

(d)  the manner in which the products and services are provided by
the operator with consideration given to delivery methods,
communication channels and payment mechanisms;

(e) digital information and document storage;

(f) electronic verification of documents; and

(g) data and transaction screening systems.

GSC Guidance and Policy

What? The Code requires operators to formally undertake and document TRAs in order to
estimate the risk of ML/FT/PF posed to the operator’s business by technology.

Why? TRAs will assist operators in identifying, understanding and addressing the risks
posed. This is particularly important for the gambling sector as it is noted for innovation and
its track record as an early adopter.

When? Initially, a risk assessment must be undertaken as soon as reasonably practicable.
A draft TRA should be prepared prior to launch (i.e. theory based) which is to be updated
once the operator has customers (detailing the technology used with live statistics where
possible).

Assessments must then be carried out prior to the launch of each new product, business
practice, delivery method or delivery system. Such assessments must also be regularly
reviewed and kept up to date.
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Examples of matters that should trigger a TRA include new —
e Gambling licence categories;
e Payment methods or currencies;
e Back-office systems;
e Customer messaging systems.

Who? The TRA process should be designed by AML/CFT experts such as the MLRO and
AML/CFT Compliance Officer, and carried out with input from technical experts such as the
manager responsible for IT.

How? A TRA must include consideration of the “relevant risk factors” as listed in the Code
and explored in more detail below.

It should be noted that, unlike elsewhere in the Code, some of the listed risk factors for TRAs
are likely to reduce ML/FT/PF risk.

% A - Technology used for AML/CFT compliance

Any introduction or significant change to technologies used for AML/CFT compliance
other than those considered under (F) Electronic verification of documents and (G)
Data and transaction screening systems must also be risk-assessed.

Examples of other technologies used for AML/CFT compliance include—
o Systems used to monitor for large or unusual transactions;

o Systems or databases used to verify customer identification and/or address
information; and

o Systems used to analyse customer gambling/playing behaviours (e.g. to
identify chip dumping).

Significant changes that would warrant a TRA include -
o Switching off/on new system “rules”; and

o A change in service provider.

R/
0.0

B - The business risk assessment

As explained earlier in this guidance, the BRA sets the operator’s risk appetite and
provides the starting point for all risk-based AML/CFT processes and procedures.

« C - Products and services

Please see 3.7 Risk Factors — Gambling Products and Services/Types.

< D - The manner in which the products and services are provided

Please see 3.7.1 Risk factors: Delivery and transaction methods.

< E - Digital information and document storage

The Code places record keeping requirements on operators. It is therefore essential
that new and developing technologies used for digital information and document
storage are risk assessed. For further detail on the record keeping requirements,
please see Part 5: Record Keeping and Reporting.

< F - Electronic verification of documents

Where physical documents are used for CDD purposes such as to establish customer
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identity or source of wealth, there is a risk that the documents may be stolen, forged
or tampered with. The GSC encourages, particularly where documents are not
physically handled by the operator’s staff, the use of electronic systems to verify
documents (see 4.6 Verification of identity of customers (Paragraph 11).

% G - Data and transaction screening systems

There is a requirement for customers (and their beneficial owners) to be checked to
see if they are, or they become, sanctioned or a politically exposed person. New and
developing technology used for such checks must be risk-assessed. For further detail,
please see 3.4 Technology risk assessment (Paragraph 7) and 4.11 Name screening

systems.

Best Practice

Consideration should also be given to non-AML/CFT matters such as the risk
of hacking or data protection impact assessments. This may be included in
the TRA provided that it does not pollute the AML/CFT risks.

In addition to screening the names of customers and beneficial owners,
consideration should be given to screening transaction references and the
names of any relevant third parties such as agents, affiliates or persons
funding a customer’s gambling activities.

A particular date is set for each calendar year for a periodic TRA to take place.

TRAs are embedded into general procurement / development approval
procedures.

TRAs have clear version controls.

In addition to the mandatory risk factors detailed above, consideration should be given to
whether the technology (which includes new products, new business practices and delivery
methods using new delivery systems) —

Relies on activity in high-risk jurisdictions;

Involves business partners that are high-risk or whose ownership/credentials cannot
be verified;

Allows cash into the system without CDD measures compliant with the Code standard;
or

Is cited as high-risk or included in typology reports by the FATF, an FSRB or competent
authorities.
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Key Messages

Technology Risk Assessment - Key Messages
TRAs must be recorded.

TRAs must estimate the ML/FT/PF risks in relation to the technology used
throughout the operator’s business.

TRAs must be conducted as soon as “reasonably practicable” after
commencement of business.

TRAs must then be carried out prior to the launch of each new product,
business practice, delivery method or delivery system. Such assessments must
also be regularly reviewed and kept up to date.

Technology Risk Assessments must consider the relevant risks in BRA and the
wider information / typologies / risks that have been used for BRA.
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3.5 Customer Risk Assessment (Paragraph 8)

The FATF Requirement

FATF Recommendation 10 (Customer due diligence) states that CDD should be performed
using a risk-based approach. The interpretive notes that accompany Recommendation 10 cite
the following factors that should be taken into account during the risk assessment process —

e Customer risk factors such as geographic separation, arrangements with legal persons
and the level of assets transacted;

e Country risk factors such as countries that do not have adequate AML/CFT frameworks
in line with international standards, are noted by credible sources as having significant
levels of corruption or criminal activity or that are subject to sanctions; and

e Product and channel risks such as non-face-to-face business.

The 2019 Code

8 Customer risk assessment

(1) This paragraph applies to ongoing customer relationships and occasional
transactions that exceed the occasional transaction threshold.

(2) An operator must carry out an assessment (a “customer risk assessment”) that
estimates the risk of ML/FT posed by a customer.

(3) A customer risk assessment must be—

(a)

(b)
(c)

undertaken as soon as reasonably practicable after entering into
an ongoing customer relationship or carrying out an occasional
transaction;

recorded in order to be able to demonstrate its basis; and
regularly reviewed (details of any review must be recorded) and,
if appropriate, amended so as to keep the assessment up to date.

(4) The customer risk assessment must have regard to all relevant risk factors

including—

(a)
(b)
(©
(d)
(e)

)

the business risk assessment carried out under paragraph 6
(business risk assessment);

the nature, scale, complexity and location of the customer’s
activities;

the manner in which the products and services are provided to the
customer;

the involvement of any third parties for elements of the customer
due diligence process;

whether the operator and the customer met during an ongoing
customer relationship or during its formation or in the course of an
occasional transaction; and

the risk factors included in sub-paragraphs (5) and (7).

(5) Matters that pose a higher risk of ML/FT—

@)
(b)

an ongoing customer relationship or occasional transaction with a
customer that is resident or located in a jurisdiction in List A;

a customer that is the subject of a warning in relation to AML/CFT
matters issued by a competent authority or equivalent authority in
another jurisdiction.

(6) If sub-paragraph 5(a) or (b) applies, the operator’s senior management must
approve the establishment or continuation of the ongoing customer relationship or
the carrying out of the occasional transaction.
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(7) Matters that may pose a higher risk of ML/FT include—

(@) activity in a jurisdiction the operator deems to be higher risk of
ML/FT;

(b)  an ongoing customer relationship or occasional transaction with a
customer that is resident or located in a jurisdiction in List B;

(©) activity in a jurisdiction in List A or B;

(d) asituation that by its nature presents an increased risk of ML/FT;

(e)  an ongoing customer relationship or occasional transaction with a
customer that is a PEP;

(f) a company that has nominee shareholders or shares in bearer
form;

(g9) the provision of high-risk products;

(h)  the provision of services to high-net-worth individuals;

(i) a legal arrangement;

§)) persons performing prominent functions for international
organisations;

(k)  customers that are sporting professionals betting on sports; and

M customers that use multiple sources to fund their gambling
activities.

(8) Any customer identified as high-risk must be subject to enhanced customer due
diligence.

GSC Guidance and P olicy
What? The Code requires operators to carry out and record risk assessments of customers.

Why? The risk assessment process exists to allow the (normally) finite monitoring resources
of the operator to be focussed on the customer population most likely to attempt to launder
money or fund terrorism. The risk assessment identifies higher risk customers and those
customers must be subject to EDD (see 4.9 Enhanced customer due diligence (Paragraph

14)).

A risk-based approach is not without its limitations, as a proportion of ML/TF/PF may occur
within lower risk-customer segments and such activity may be less visible, particularly where
it involves smaller transactions or less complex behaviour. As a result, operators must not
treat lower-risk customers as no-risk. They should ensure that baseline monitoring and
controls are applied across all customers, that risk ratings are kept under ongoing review and
updated where required, and that monitoring systems are able to identify emerging or
unusual patterns, regardless of customer risk rating.

When? The Code specifies that the risk assessment process must be conducted as soon as
reasonably practicable, after entering into an ongoing customer relationship or carrying out
an occasional transaction that exceeds the threshold of EUR 3,000 (in a single or several
linked transactions).

Who? The assessment process should be designed by AML/CFT experts such as the MLRO
and/or AML/CFT Compliance Officer and carried out in practice by staff members with
appropriate training.

The Code requires senior management (a defined term) approval for customers that are
resident in a “List A" jurisdiction or that are the subject of an AML/CFT warning.
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How? A CRA must include consideration of the mandatory risk factors (as detailed below).
The Code also provides lists of matters that pose a higher risk (i.e. customer must be classed
as high-risk) and that may pose a higher risk (i.e. the operator determines whether they are
high-risk based on consideration of all relevant factors). After this initial CRA it must be
regularly reviewed and updated. The GSC expects higher risk customers to be reviewed at
least annually.

@,
0’0

Terrestrial Operators

e Transactions are typically conducted face-face on a time-sensitive basis

e Asimplified process such as a short form could be completed at the time with
further consideration being given by back-office staff members, such as the
MLRO soon after.

e Staff should be able to record and flag concerns for immediate review, and
the ability to pause or refuse transactions where risk cannot be adequately
assessed or mitigated.

A - Business risk assessment

As explained earlier in this guidance, the BRA sets the operator’s risk appetite and
provides the starting point for all risk-based AML/CFT/CPF processes and procedures.

B - Nature, scale and complexity of activities

Operators are in the best position to identify the areas of their operations that present
the greatest risks of ML/FT/PF and therefore those which should be the focus of their
attention. By assessing the nature of gambling activities, the size of their operations,
and any complex activities that may need additional scrutiny, this will help identify
specific threats or vulnerabilities that exist in ML/FT/PF.

“Nature” of activities refers to the category/types of gambling, each of which has a
unique set of characteristics and risks (see 3.6 Risk Factors — Gambling Customer
Categories/Types).

“Scale” of activities refers to the volume and value of activities and the geographical
spread.

When risk-assessing customers, particular attention should be given to the -
o Value of deposits (including aggregated values);
o Frequency of deposits;
o The value and frequency of withdrawals;
o The size and nature of bets; and
o Other relevant matters such as credit facilities.

This guidance does not prescribe thresholds/trigger values over which customers
must be treated as high-risk. This is because operators, their business models and
their customer bases can differ greatly so a one-size-fits-all approach is not
appropriate.
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K/
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0.0

0’0

“Complexity” of activities is a risk factor because overly complex models can be
abused in order to disguise the source or destination of funds or criminal ownership.

Best Practice

Aggregate values are considered on a daily/weekly/monthly/lifetime basis and
not on annual values alone. This is important where rapid or repeated
transactions may present heightened risk that would not be identified through
longer-term measures alone.

Focus is given to customers who are frequently “just under” any high-risk
thresholds, as this may indicate deliberate structuring to avoid scrutiny or
controls.

Operators bear in mind that gambling is a recreational activity for retail
customers and set thresholds/triggers based on consideration of average
income, outgoings, etc. for their customer demographic.

For many gambling operators customers either will always be met or never met
Consideration of this may be built into (and evidenced in) risk-assessment
procedures rather than requiring documented consideration for each and every
customer. Operators should ensure risk assessment methodologies are clearly
documented, justified, and consistently applied.

C - The manner in which the products and services are provided

This aspect refers to the delivery transaction methods accessed by the customers and
covers a broad range of considerations; whether the customer and operator met face-
to-face, what payment methods are used and the transactions types seen (see 3.7.1
Risk factors: Delivery and transaction methods).

D - The involvement of third parties

Consideration must be given to the involvement of third parties in the CDD process.
At a customer level, this means the use of agents or introducers.

Where CDD is not provided directly by the customer there is an increased risk that it
may not be complete, accurate and up to date.

E - Whether the customer was met

Where customers are not met by the operator there may be a higher ML/FT/PF risk
because -

o The customer may not be who they claim to be; and

o Non-face-to-face activity can be more appealing to criminals as it may reduce
the likelihood of them being caught and dealt with by law enforcement.

The concept of meeting a customer need not be limited to face-to-face contact.
Consideration should also be given to the use of real-time visual communication media
via the internet such as full motion video conferencing.

F - The "must be” and "may be” high-risk lists

The Code provides only two things that dictate a customer must be categorised and
treated as a high-risk customer. For customers falling into either of these categories,
senior management approval to conduct business with the customer must also be
obtained and recorded -

o A customer that is resident (natural persons) or located (legal persons) in a
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“list A” jurisdiction; and

o A customer that is the subject of an AML/CFT warning issued by a competent
authority (such as the GSC or its overseas equivalents).

“List A" refers to a very short list of jurisdictions published by the DHA on its website?®
due to them having on-going and substantial risks of ML/FT/PF. The list is periodically
updated based on the outcome of the FATF’s plenary meetings, currently three per
year.

The Code lists 12 things that may be high-risk. The GSC expects operators to treat
customers with these characteristics as high-risk unless the customer’s scale of
activity is very small, and this approach is permitted in line with their own risk
appetite. This should be clearly documented in their BRA and CRA procedures. For
further detail, see 3.7.2 Risk factors; Matters that may be high-risk.

Key Messages

Customer Risk Assessment - Key Messages

v" CRAs must be carried out and recorded to provide an audit trail and show how
the rating was reached.

v" CRAs must be carried out as soon as reasonably practicable after entering an
ongoing customer relationship or carrying out an occasional transaction that
exceeds the threshold of EUR 3,000 (in a single or several linked transactions).

CRA must give regard to; the BRA and the wider information used for BRA
(such as risks and typologies), nature, scale and complexity of activities, the
manner in which the services are provided, the involvement of any third parties,
whether the customer was met and whether the customer is resident in a high
risk jurisdiction or subject to an AML/CFT warning.

5 https:/ /www.gov.im/about-the-government/departments/home-affairs/executive-office/anti-
money-laundering-legislation-and-countering-the-financing-of-terrorism-amlcft/
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3.6 Risk Factors — Gambling Customer Categories/Types

This section relates to the relevant (mandatory) risk factors for both 3.3 Business risk
assessment (Paragraph 6) and 3.5 Customer risk assessment (Paragraph 8) (see factor B) —
the “nature, scale and complexity” of activities.

GSC Guidance and Policy

“Standard retail” describes a customer who is a natural person and gambles as a
recreational activity. The customer poses a low or medium risk (where other high-risk factors
are not present). Risks may increase where there is evidence of structuring or unusual
transaction patterns, changes in behaviour over time or suspected links to criminal activity
(e.g. customer is an associate of a criminal).

“VIP retail” describes a customer who is also a natural person and recreational customer
but where the level of activity far exceeds that of an average customer. The customer poses
a higher risk because —

% There is a risk that they would have undue influence over an operator due to their
profitability;

% Wealthy VIP customers may also be politically exposed;

% They could be funded by proceeds of crime or be a problem gambler (although the
latter may not be an ML/FT/PF risk).

Operators should consider whether activity is consistent with known wealth or income, and
the use of multiple payment methods or intermediaries.

“Junket” describes a group of natural persons arranged by a junket agent. The group
typically comprises wealthy foreign residents. Junkets present a higher risk due to the VIP
retail risk factors above plus the following additional factors —

% There are typologies linking junket operations with organised crime;
% They can be used to facilitate cross-border movement of funds;

% Debts may be accumulated with the agent or between players that, in turn, could lead
to extortion attempts.

“Professional gambler” describes a natural person who gambles by way of business.
Please see below for the GSC's full definition. A professional gambler will play games of skills
rather than games of chance. As they are highly skilled, they are expected to be more
successful than a standard retail or VIP retail customer. They are also expected to spend
considerable time gambling. The risk posed by a professional gambler would typically be
lower than that of a VIP retail customer given that operator profits would generally be made
through rake rather than losses against the house. There may be challenges in establishing
SOF and SOW as this may derived from winnings elsewhere.

< Professional gambler GSC policy definition:
o Persistence in the marketplace,
o A tendency towards success,

o Possible personal acquaintance, and
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o An absence of casino play, play against the house.
And more specifically players who —
o Act as a business looking to mitigate exposure (i.e. hedging),

o Act as an individual engaging in gambling activity as a means of earning a
wage;

o Only participate in skill-based activities such as sportsbook or poker and
would not participate in casino games;

o Apply mathematical algorithms, strategy and statistics to place considered
bets;

o Show a “winning” profile over long term activity;

o Place large amounts of bets with a large number of bookmakers to engender
an aggregate return;

o Place large bets in order to take advantage of discount incentives;

o Place bets logically with a focus on low over-rounding and probability of
return.

“Affiliate” describes a natural person who generates commission either by introducing
customers or by acting as an informal MVTS arrangement that can be used by customers
seeking to gamble but without ability to access a payment mechanism supported by the
operator. Affiliates may also hold their own accounts for their personal gambling. Where an
affiliate is providing only marketing or introductory services the risks are typically low-medium
however where informal MVTS is present this would constitute high-risk and consideration
should be given to whether such a service would require a licensing by the relevant authority,
for example the IOMFSA.

“Business to business” or "B2B" describes activity where the customer is a legal person
(e.g. a company), legal arrangement (e.g. a trust) or foundation (a legal person that
resembles a trust). B2B customers are typically only seen in online gambling and can cover
a broad range of activities. B2B business is typically higher risk due to the volume and value
of transactions. The introduction of complex ownership structures or reliance on third parties
(such as introducers) would act to heighten the risk further.
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3.7 Risk Factors — Gambling Products and Services/Types

This section relates to the relevant (mandatory) risk factors for both 3.3 Business risk
assessment (Paragraph 6) and 3.4 Technology risk assessment (Paragraph 7) (see factor C).

GSC Guidance and Policy

“Against the house” is where customers bet against the operator. Risk levels will vary
greatly depending on other factors such as the product and payment method.

“Peer to peer” is where customers bet against each other. Additional risks are present
where there is also a skill element (see below).

“Peer to peer transfer” is a direct transfer of funds between customers without a third-
party intermediary i.e. banks. The nature of these transfers are at higher risk of ML/FT/PF
due to the ease of movement and often the use of third parties can be used to obscure the
source of ownership. Extra care should be taken when a customer has higher risk indicators
e.g. jurisdiction, PEP, etc.

“Game of chance” describes betting on a random outcome. Examples include lotteries,
roulette and loot boxes (in e-sports betting). These are generally viewed as lower risk except
where the customer is able to bet on every possible outcome. Games of chance are not
typically seen in organised or large-scale ML but can be used by customers spending proceeds
of crime on a recreational basis.

“Game of skill” describes betting where the outcome is based on the mental or physical
skill of the customers. Peer to peer skill games are higher risk than games of chance because
customers can collude with each other where one customer deliberately loses in order to
transfer value to another customer (e.g. chip-dumping in poker). The risks are further
increased where customers select their opponents and play in a private environment (e.g. a
private VIP poker room).

“Betting on the outcome of an event” typically describes sports-betting but can be
applied to a huge range of activities such as political elections, TV game shows, e-sports and
so on. Sporting events, particularly in lower leagues and less well-regulated areas can be
subject to corruption such as match-fixing, which has well established links to organised crime
groups and has featured in Europol’s Serious and Organised Crime Threat Assessments.
Please see Europol’s sports corruption page for further detail.?®.

26 https://www.europol.europa.eu/crime-areas/corruption/sports-corruption
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3.7.1 Risk Factors: Delivery and Transaction Methods

This section relates to the relevant (mandatory) risk factors for both 3.3 Business risk
assessment (Paragraph 6) (see factor D), 3.4 Technology risk assessment (Paragraph 7) (see

factor D) and 3.5 Customer risk assessment (Paragraph 8) (see factor C).

There are many and varied delivery methods and transaction types. Examples of higher risk
methods and types include -

R/
0’0

R/
0.0

The customer and operator do not meet face-to-face

Establishing and verifying a customer’s identity can be more difficult when the
customer is not met face-to-face. The operator becomes reliant on the customer
providing copies of documentation without being able to scrutinise them up close,
feel them or compare to the customer standing in front of them. Other non-face-to-
face meetings such as full motion video conferencing can reduce the risk, however
such measures must be implemented carefully.

The gambling sectoral risk assessment highlights emerging threats from the use of
synthetic identities, artificial intelligence, and deepfake technology, which may be
used to bypass onboarding and CDD controls.

Where appropriate, operators should consider implementing multi-layered identity
verification systems, including:

e Use of biometric verification and liveness checks;

e Techniques to test real-time interaction (e.g. prompting the customer to
perform simple, dynamic actions during video verification); and

e Controls designed to detect identity spoofing, deepfake manipulation and
synthetic identity fraud.

A phased approach during the customer journey, rather than reliance on a single
verification method can be effective in mitigate these risks.

Transactions carried out on a time-sensitive basis

Where a staff member feels rushed, they may be more likely to carry out cursory
checks rather than to take their time and consider fully. An example of this is where
a customer seeks to place a bet on a sporting event that is about to take place.
Operators must ensure that procedures allow staff to pause or refuse transactions
where risk cannot be adequately assessed, regardless of commercial pressures.

Transactions carried out at multiple premises

Multiple premises can be abused by customers seeking to structure their activity. This
is where a customer (potentially a money mule) carries out multiple smaller
transactions in an attempt to avoid triggering any reporting requirements or arousing
suspicion.

Effective transaction monitoring systems will collate transactions undertaken at each
of the operator’s premises so that the full extent of the activity can be observed.

For further detail on how to do this in practice, see 4.10 Ongoing monitoring
(Paragraph 15).

Multiple accounts

This presents another method to structure payments. Operators should take steps to
identify multiple accounts held by the same customer by checking their databases for
registrations with the same (or very similar) personal information and determine
whether there is a valid reason for the holding of multiple accounts (some operators
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may offer accounts in difference currencies, for example).

In addition to increasing the ML/FT risk, the Online Gambling (Registration and

Accounts) Regulations 2008 state —
"The Operator shall not encourage a Player to hold more than one account.”

+ Multiple brands or sites

The multiple account risks apply equally where operators offer accounts with multiple
URLs/brands as illicit actors may seek to exploit fragmentation to circumvent controls.
The Code requirements apply to operators meaning that transaction monitoring

should be carried out at operator rather than site or brand level.

+ Cash or other anonymous payment method

The use of cash or methods such as crypto currency or prepaid cards that are not
attached to a known account holder pose a higher ML/FT/PF risk as their ownership
and the source/destination of funds is difficult to establish. (Note that cash is not
permitted for online gambling customers). For further guidance on virtual assets; see

the AML/CFT Guidance page.

Virtual Assets & Virtual Goods

e The IOMFSA is the AML/CFT supervisor for IOM virtual asset service providers
(VASPs).

e Although defined as “property”, virtual assets should be treated and monitored
as if it were money for AML/CFT purposes.

e The use of virtual assets (VA) and/or virtual goods (VG) should be considered
within the TRA, including the risks presented by each VA/VG channel or
product, and any relevant changes to those risks over time.

e Prior to establishing a business relationship with a VASP, operators should
consider the regulatory and AML/CFT framework under which the VASP
operates, particularly where the VASP is not regulated on the IOM. This should
be appropriately reflected within the BRA.

e Additional guidance for assessing and mitigating the risks associated with
virtual assets (e.g. Bitcoin) and virtual goods (e.g. skins) gambling is
contained in the GSC's standalone AML/CFT Guidance for Virtual
Assets/Goods, published on AML/CFT Guidance page on the GSC website.

< Payment methods that are not well AML/CFT regulated

Traditional payment methods such as bank transfers, debit and credit cards are usually
well-regulated meaning that the issuing entity should have carried out CDD on the
customer. For non-traditional methods such as prepaid cards, payment service
providers and virtual asset exchanges the standards of AML/CFT requirements,

compliance and supervision vary greatly.

NRAs and MERs by the FATF or FATF-style regional bodies such as MONEYVAL provide

valuable sources of information to assess risks posed by payment service providers.
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< Multiple deposit sources

Customers that use multiple mechanisms, such as different debit, credit cards or
prepaid cards to deposit should be considered as high-risk as this can be a sign of card
fraud (ML) or collating funds from third parties and could be a potential indicator of TF.
The risk is particularly high where funds are subsequently withdrawn with little
gambling activity or where they request to withdraw to a different payment mechanism.

< Different method used to deposit and withdraw

This is particularly high-risk where multiple deposit sources are used or where a
customer is able to withdraw with little or no gambling activity. Operators should put
in place “play-though” requirements to detect this.

+ Rapid, repeat transactions

Such transactions can be used to structure payments in order to avoid CDD or reporting
thresholds. Operators must ensure monitoring systems can identify these patterns.

+ Transfer of value between customers

Transfers between customers of money, credits, chips, etc. can be used as a way to
make payments outside the regulated financial system especially where the customers
are based in different jurisdictions (cross-border movements). Operators should only
allow transfers between customers in very limited, well-monitored situations where
EDD has been completed on both parties (as they should be deemed high-risk).

Peer to Peer transfers without controls are at a higher risk of ML/FT/PF. Peer-to-peer
gambling that allows one individual to play directly against another, such as poker, may
be considered higher risk due to the associated risks of collusion and chip dumping.
These types of transfers could offer criminals an opportunity to introduce criminal
proceeds into the legitimate financial system and make it very difficult to follow the
money.

Operators that provide Peer to Peer transfer functionality must ensure that they have
effective risk mitigating controls in place to reduce the risks. Examples of risk mitigating
controls are:

o Consider the risk to the business of Peer-to-Peer transfers though the BRA.

o Well established CDD/EDD procedures that are designed to identify the higher
risks associated with Peer-to-Peer transfers.

o Setting lower limits for EDD.

o Clear and effective policies and procedures that are well communicated to
staff.

o Enhanced transaction monitoring.

Terrestrial Operators

Terrestrial operators should also consider the risks of peer-to-peer gambling
and ensure that appropriate ongoing monitoring is in place to detect cases of
deliberate losses or collusion between customers.
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AML/CFT & Responsible Gambling

A requirement to gamble prior to withdrawal can help reduce ML/FT/PF risk however this
may conflict with responsible gambling.

Play-though rules can be used to detect unusual activity for further scrutiny however
customers should not be forced to gamble in order to make a withdrawal.

3.7.2 Risk Factors: Matters That May Be High-risk

This section relates to 3.5 Customer risk assessment (Paragraph 8) (see factor F — The “must”
and “may be” high-risk lists)

< A - Activity in a jurisdiction the operator deems to be a higher risk of
ML/FT/PF

In addition to the jurisdictions noted as higher risk in “List A” and “List B” published by
the Department of Home Affairs?’:

Operators should consider whether there are any additional jurisdictions that it
considers to be higher risk based on its own risk appetite and consideration of relevant
factors such as -

o AML/CFT/CPF standards and regulation of gambling, banks, payment service
providers, etc. in that jurisdiction;

o The prevalence of typologies or fraud emanating from that jurisdiction;
o The operator’s own experience of business in that jurisdiction;

o The Isle of Man'’s National Risk Appetite Statement?2.

< B - Customers resident or located in a “List B” jurisdiction

The DHA publishes two lists. Being resident (natural persons) or located (customers
that are legal person) in a “List A” jurisdiction makes a customer high-risk automatically
whereas being resident or located in a “List B” jurisdiction only may pose a higher risk.
This should be considered as part of the holistic customer risk assessment.

% C - Activity in a “List A" or “List B” jurisdiction

This is a separate consideration to residency or location and should include
consideration of the following, particularly where other risk factors are present —

o The source of funding (i.e. where funds come from);
o The destination of withdrawals;

o The original SOW (i.e. if the customers wealth originates from high-risk

27 https: //www.gov.im/about-the-government/departments/home-affairs/executive-office/anti-
money-laundering-legislation-and-countering-the-financing-of-terrorism-amlcft/

28 https://counteringfinancialcrime.im/reports-and-assessments/key-assessments/national-risk-
appetite/
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jurisdictions);

o Where the customer is logging on or contacting the operator from (e.g. IP
address and telephone number checks).

< D - A situation that by its nature presents an increased risk of ML/FT/PF

Like item (A) above, this requires an operator to consider whether there are any
additional risk factors not covered by the Code that it deems to represent a higher risk
based on knowledge (including from the NRAs, available typologies / guidance and
national documents) and experience of business in the sector and analysis of internal
and external disclosures.

Best Practice

The GSC encourages operators to actively contribute to, and make use of,
industry engagement forums and information-sharing channels, including the
Isle of Man Financial Crime Partnership (IOMFCP), the GSC's AML Forum and
drop-in sessions.

These channels provide valuable opportunities to share practical insights and
identify emerging risks and typologies and enhance collective understanding of
sector-wide threats and vulnerabilities.

< E - A customer that is a PEP

Please refer to 4.8 Politically exposed persons (Paragraph 13).

<+ F - Nominee shareholders or shares in bearer form

Customers that are legal persons (e.g. companies) with nominee shareholders or
shares issues in bearer form pose additional risk as they may be used to conceal the
true ownership. Operators should be satisfied that they have obtained a clear and
complete understanding of the ownership and control structure and must not rely solely
on legal ownership where nominee or bearer arrangements may be present.

% G - The provision of high-risk products

Operators are required to consider the products and services that they offer as part of
their BRA. Where it is determined that they offer high-risk products this too should be
a consideration in the CRA. This is particularly relevant where the operator offers a
range of products with differing risk profiles.

Operators should consider the product risk assessment noted within the appendices of
the Gambling NRA%,

% H - High-net-worth individuals

The risks associated with high-net-worth individuals (HNWIs) are similar to those of a
PEP or person performing prominent functions for international organisations; that their
wealth originates from criminal activities and that they are a person with celebrity or
political connections making them a higher risk for bribery and corruption.

There is no FATF or other widely accepted definition for a HNWI however many

2 https://counteringfinancialcrime.im/media/nmabsecb/gambling-nra.pdf
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financial institutions interpret this as being a person with liquid financial assets
exceeding £1,000,000. As this information would not usually be known to gambling
operators, the GSC would expect operators to treat as a HNWI —

o Their high roller or VIP customers;

o Customers whose SOW information indicates annual income exceeding
£500,000 (in Isle of Man)

o Operators should implement their own lower thresholds should they operate in
markets where average income is less than that in the IOM.

% I - Legal arrangements

Customers acting by way of business would typically be natural persons (individuals)
or legal persons (companies). Where a customer is, or is owned by, a legal
arrangement (such as a trust) the ML/FT/PF risks are increased as they can be abused
for creating complex ownership structures to disguise true ownership or links to
criminality.

Operators should consider the Isle of Man’s NRA in respect of Legal Persons and
Arrangements°.

< J - Persons performing prominent functions for international organisations

Please refer to 4.8 Politically exposed persons (Paragraph 13). The Code definition
includes a person that is, or has been, a “senior member of management of, or a
member of, the governing body of an international entity or organisation”.

% K - Sporting professionals betting on sports

“Sporting professionals” refers to professional players as well as persons involved
in managing and operating sports such as team coaches, managers and owners.

When_sporting professionals bet on sport, there is a risk that they may be involved in
match-fixing either as voluntary participants or due to coercion.

Sports corruption was one of the 12 featured crimes in Europol’s 2017 Serious and
Organised Threat Assessment (SOCTA). According to the 2021 SOCTA, the global
annual criminal proceeds from betting-related match fixing are estimated at approx.
EUR120m.3!

Agents, particularly chains of agents, can be abused to disguise the underlying
customer (potentially a corrupt sports professional) from the gambling operator.
Lower league or less well regulated sports present the highest risks.

% L - Customers that use multiple sources to fund their gambling

Customers that use multiple mechanisms, such as different debit, credit or prepaid
cards to deposit should be considered as high-risk as this can be a sign of card fraud
(ML) or collating funds from 3™ parties (FT). The risk is particularly high where funds
are subsequently withdrawn with little gambling activity or where they request to
withdraw to a different payment mechanism.

30 https: //counteringfinancialcrime.im/reports-and-assessments/key-assessments/legal-persons-
and-arrangements-report/
3 https://www.europol.europa.eu/crime-areas/corruption/sports-corruption
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AML/CFT & Responsible Gambling

Consideration should be given to whether the use of multiple deposit sources
could also indicate that the customer may have a gambling problem.

3.7.3 Risk "Scores” and Customer Risk Summary

The Code requires a minimum of two customer risk categories; those that do and those that
do not pose a higher ML/FT/PF risk.

As the Code requires additional measures for PEPs and for certain high-risk customers and
allows for simplified due diligence in certain low risk situations there are a possible 4 risk
ratings. Operators may also consider a fifth category for “unacceptable risk”; a classification
for customers that exceed the business risk appetite and whose business is not accepted or
continued. Operators must be able to clearly separate out risk ratings in line with Code
requirements and apply the correct standard for a particular risk rating, see example below.
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e Customer poses a high risk;
the "must be" factors
e EDD + senior management approval

J
e Customer poses a high risk;
the "may be" factors
e Enhanced due diligence
(+PEP requirements for high risk PEPs)
\
e A PEP that is not considered high risk
e PEP requirements
/
\
e Customer does not pose a high risk
e CDD
/

61 V1.4 — November 2026

GAMBLING



Key Messages

Risk Factors - Key Messages
v" The following could be higher risk indicators for ML/FT/PF:
The customer and operator do not meet face-to-face
Transactions carried out on a time-sensitive basis
Transactions carried out at multiple premises
Multiple accounts
Multiple brands or sites
Cash or other anonymous payment method
Payment methods that are not well AML/CFT regulated
Multiple deposit sources
Different method used to deposit and withdraw
Rapid, repeat transactions
Transfer of value between customers
v' Matters that may be high risk:
Activity in a jurisdiction the operator deems to be a higher risk of ML/FT/PF
Customers resident or located in a “List B” jurisdiction
Activity in a “List A” or “List B" jurisdiction
A situation that by its nature presents an increased risk of ML/FT/PF
A customer that is PEP
Nominee shareholders or shares in bearer form
The provision of high-risk products
High-net-worth individuals
Legal arrangements
Persons performing prominent functions for international organisations
Sporting professionals betting on sports
Customers that use multiple sources to fund their gambling

v The Code requires a minimum of two customer risk categories; those that do and
those that do not pose a higher ML/FT/PF risk.

v Operators must be able to identify customers that have been assessed as posing a
higher risk of ML/FT/PF and demonstrate that the necessary CDD, EDD or other
additional requirements have been met.
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Part 4: Customer Due Diligence (Paragraph 9 — 15)

The Code requirements are designed to achieve the following by using a risk-based approach:
e Deter criminals from laundering money or financing terrorism;
e Detect any suspicious activity;
e Assist the authorities in investigating and apprehending criminals; and
e Seize criminal or terrorist property.

The requirement for identity to be provided and verified therefore has this dual purpose —
deterrence and detection.

A criminal is less likely to use a framework that obliges him/her to provide information that
could positively identify them and link them with crime; the requirement to disguise identity
and acquire a compatible financial set-up is an additional cost, which makes crime more
expensive.

4.1 CDD Terminology

An understanding of the following terms is essential for compliance with the Code
requirements:

“Customer due diligence” (CDD) is an umbrella term used to describe the various
measures required to be carried out including, for standard risk customers, identification,
verification of identity, SOF and ongoing monitoring.

“Enhanced due diligence” (EDD) is the term used to describe measures that are required
to be carried out for higher risk customers in addition to the CDD requirements required for
standard risk customers.

“PEP requirements” is the term used to describe measures (which vary slightly to EDD
measures) that must be carried out for politically exposed persons in addition to the CDD
requirements for standard risk customers.

“Identification” is the collection of information required to establish a person’s identity
(customer or any other subject you may be dealing with). The information required will vary
depending on the legal status of the person.

“Verification of identity” is the process of confirming that someone is who they say they
are.

“Evidence of identity” is documentary evidence that corroborates and supports the validity
of the information provided. Again, the documentation required will vary depending on the
legal status of the person.

“SOF" refers to the origin of the money being used in a particular transaction and or a series
of transactions and describes a customer’s immediate SOF (i.e. the deposit method).

“"SOW" is distinct from SOF and refers to the origin of the customer’s entire body of wealth.

“Acting by way of business” describes a customer that is a legal person or arrangement
or a natural person that is a professional gambler or an agent. Additional CDD requirements

apply.
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“Legal person” includes any body corporate or unincorporated capable of establishing a
business relationship with a financial institution or of owning property (i.e. a company).

“Legal arrangement” includes express trusts and other arrangements with similar legal
effect.

Two tables summarising the Code requirements for standard risk, PEPs and higher risk (EDD)
are provided at -

e 4.2 Summary of requirements (all customers); and

e 4.3 Summary of requirements (customers that act by way of business or are legal
persons/ arrangements/foundations)

As set out in paragraph 9 of the Code, the CDD requirements apply to ongoing customer
relationships and occasional transactions that exceed the EUR 3,000 threshold.
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4.2 Summary of Requirements (all customers)

FlEer LEniy Source Senior Enhanced
to see if (indl Verify Ongoing Source of . Additional Additional Additional
. of \ . o management ongoing . ! . ) . Research* o
exceeds beneficial identity monitoring wealth . identification*  verification* monitoring*
funds approval monitoring
threshold owners)*
'3
Ll 10(3)(a) | 10(3)(b) 11 12 & 15 8(6) / 13(3) 13(4) / 13(5) 14(2)(a) 14(2)(b) 14(2)(d) 14(2)(d)
15(2)(b) 14(2)(c)
Occasional
transaction X
under threshold
Occasional
transaction over X X X X
threshold
Ongoing
customer
. . X X X X
relationship
under threshold
Ongoing
customer
. . X X X X
relationship over
threshold
Customer is PEP X X X X X X
Customeris
high-risk (or X X X X X X X X X
unusual activity)
Customer is very X x X X . . X . . X
high-risk

*Requirements that must be considered (the GSC expects to see documented consideration in order to demonstrate compliance).

** The Code mandates verification of identity when the transaction threshold is met however it is considered best practice to partially verify at first deposit or, where this is not
feasible, consider conducting full verification prior to reaching the threshold.
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4.3 Summary of Requirements (customers that act by way of business or are legal persons/
arrangements/foundations)

The following requirements apply in addition to those that apply to all customers at 4.2 Summary of Requirements (all customers)

Customer acting by way

ID&V
beneficial
owner(s)

10(3)(c)(i)

Verify
Nature & persons
purpose authority to
act

ID&V

person obligations

acting

10(3)(c)(ii) 10(4)(a)(i) 10(4)(a)(ii) 10(4)(a)(iii) 10(4)(a)(iv)

ID council members,
equivalent, known
beneficiaries,
founder, other
dedicator

ID trustees,
controlling parties,
known beneficiaries
or instructing person

10(4)(b) 10(4)(c)

foundation

of business (regardless of X X
legal status)
Customer that is a legal
X X X X
person (e.g. a company)
Customer that is a legal
X X X X X
arrangement (e.g. a trust)
Customer that is a
X X

66
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4.4 CDD Flow Chart

The chart below represents the process for obtaining the minimum required CDD for a standard retail customer from account opening (an ongoing
customer relationship).

Standard €3K (in/out) Full ID
Risk in 30 Days Verification

PEP requirements
Standard including Senior

PEP Management Approval

Customer First
Registration Deposit

Full Name Partial ID
DOB (over 18) Verification*
Address Name Screen
Risk Assessment

EDD

*Partial ID Verification such as use of electoral register checklist at initial deposit . Senior Management
represents common industry best practice. Where this is not feasible Risk Approval
consideration should be given to carrying out full verification prior to reaching
the transaction threshold.

Very High
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4.5 Occasional Transactions and New Customer Relationships
(Paragraph 10)

The FATF Requirement

FATF Recommendation 10 states that businesses must identify the customer and verify a
customer’s identity using reliable, independent source documents, data or information.

Verification of identity should be conducted as soon as reasonably practicable but need
not occur immediately if to do so would interrupt the normal course of business.

Where a delay occurs between identification and verification, the ML/FT/PF risks must be
effectively managed.

FATF Recommendation 10 also states that when business relationships are formed, then
an effort must be undertaken to identify and verify the beneficial owners of customers which
are businesses, including developing an understanding of the ownership and control
structure of the business. Furthermore, the purpose and intended nature of the business
relationship must be understood for the purposes of ongoing monitoring.

The 2019 Code
10 Occasional transactions and new customer relationships

(1) An operator must in relation to each new ongoing customer relationship or
transaction which exceeds the occasional transaction threshold, establish, record,
maintain and operate appropriate procedures and controls in accordance with sub-
paragraphs (3) and (4).

(2) Those procedures and controls must be undertaken—

(a) before an ongoing customer relationship is entered into or during the
formation of that relationship; or

(b) before or as soon as reasonably practicable after an occasional transaction
that exceeds the occasional transaction threshold is conducted.

(3) The procedures and controls referred to in sub-paragraph (1) are—
(a) identifying the customer and any known beneficial owner of the customer;
(b) the taking of reasonable measures to establish the source of funds;

(c) the taking of reasonable measures to establish whether the customer is
acting by way of business and, if so—

(i) the verification of the identity of the customer and any known
beneficial owner of the customer using reliable, independent source
documents, data or information; and

(ii) the obtaining of information on the nature and intended purpose of
the ongoing customer relationship.

(4) Without limiting sub-paragraph (3), an operator must—
(a) in the case of a customer that is a legal person or legal arrangement—

(i) verify that any person purporting to act on behalf of the customer is
authorised to do so;

(ii) identify that person and verify the identity of that person using
reliable, independent source documents, data or information;
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(iii) obtain information concerning the person by whom and the method
by which, binding obligations may be imposed on the customer; and

(iv) obtain information to understand the ownership and control
structure of the customer;

(b) in the case of a legal arrangement, identify—
(i) the trustees or any other controlling party;

(i) any known beneficiaries; and

(iii) the settlor or other person by whom the legal arrangement is made
or on whose instructions the legal arrangement is made or on whose
instructions the legal arrangement is formed; and

(c) in the case of a foundation, identify—
(i) the council members (or equivalent);

(i) any known beneficiaries; and
(iii) the founder and any other dedicator.

(5) Where the requirements of this paragraph are not met, the procedures and controls
must provide that—
(a) the ongoing customer relationship or transaction must proceed no further;

(b) the operator must terminate any ongoing customer relationship; and

(c) the operator must consider making an internal disclosure.

GSC Guidance and Policy

What? This paragraph of the Code sets out the CDD requirements that apply to each
customer establishing a new customer relationship or where an occasional transaction
exceeds the EUR 3,000 threshold. It includes specific requirements that are applicable for
online gambling operators (as such activity is not permitted to be carried out by terrestrial
operators) regarding customers that are that are acting by way of business (which can include
natural persons) and for legal persons and arrangements.

Two tables summarising the Code requirements are provided at -

e 4.2 Summary of requirements (all customers); and

e 4.3 Summary of requirements (customers that act by way of business or are legal
persons/ arrangements/foundations).

A flow chat summarising the process for standard “retail” customers is provided at 4.4 CDD
Flow chart.

Why?To establish the customer’s identity and that of any beneficial owner or controller. This
information is used to distinguish between different customers and can be used later to verify
the customer and owner’s identity.

When? The Code requires that this information (and verification, where applicable) is
obtained prior to establishing an ongoing customer relationship (i.e. an account) or carrying
out an occasional transaction over the EUR 3,000 threshold. Where this is not completed, the
operator must not continue with opening the account or carrying out the transaction* and
must consider making an internal disclosure (if they are suspicious).

V1.4 — November 2026



70

*When a qualifying transaction is requested no withdrawals or deposits should be
allowed until such time as satisfactory evidence is produced. Further gaming activity
should only be permitted to continue for a period of 7 days, provided that the activity
is monitored. This should allow the customer a reasonable amount of time to provide
the necessary documentation. If the evidence is not produced within 7 days, the
account should be locked.

Please note that paragraph 12 requires checks regarding the CDD of existing customers. For
further detail, please see 4.7 Ongoing Customer Relationships (Paragraph 12). The GSC does
not consider that these requirements apply to free-play modes (because no online gambling
is occurring when they are played) but they are triggered if a free-play customer switches to
a real-money play mode.

The awarding of bonuses or incentives to a customer’s account does not make any free-play
preceding the award of the bonus online gambling unless the bonus or incentive can be
withdrawn as money (or money’s worth such as crypto currency).

Who? Identification information should be supplied to the operator by the customer.
Methods to verify the information will vary and can be based on documents provided by the
customer, checks undertaken by staff or services provided by third parties. Please see 4.6
Verification of identity of customers (Paragraph 11) for further detail.

How? Typically, a customer is identified by completing a registration form (in person or
online) or by a staff member recording information supplied by the customer verbally or by
using identification documents. Information regarding the nature and purpose of a
relationship or ownership and control are a little more complex - Please see 4.6 Verification
of identity of customers (Paragraph 11) for further detail.

The information required to identify a customer depends on their legal status - see below.
Natural persons

As a minimum the following identification information should be obtained for natural persons
(those marked * are explained in more detail below)

Full name

Date of birth

Residential address*

Full name, date of birth and residential address
of any known beneficial owner*

And reasonable measures* to establish -

The source of funds*

If the customer is acting by way of business*
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Best Practice

Consideration should also be given to establishing a customer’s nationality and place
of birth of the customer as this will be helpful for risk assessment and PEP/sanctions
etc. screening (in order to discount false positives).

And, where acting by way of business —

Verification of the customer’s identity

Identification and verification of identity of any known beneficial owner

Obtain information on the nature and purpose* of the business relationship

“Residential address” means a physical address where the customer resides. PO Boxes
should not usually be accepted. The exception to this is where this is the norm for that country
or location. Extra risk should be assumed if a ‘care of’ address is provided and these should
only be accepted in compelling circumstances. The GSC would expect to see additional
measures to mitigate the risk.

“Known beneficial owner” means a person or persons that the operators knows is the
owner or controller of a customer and includes where the customer is acting on behalf of
another person. The GSC expects operators to make enquiries to ascertain if a customer is
acting on behalf of another person where their gambling activity or behaviour indicates that
may be the case. For example, where a customer attempts to deposit using a third party’s
bank card or appears to be taking instructions from another person.

“"Reasonable measures” means taking appropriate steps, which are commensurate with
the ML/FT/PF risks.

“Source of funds” describes a customer’s immediate source of funds (i.e. the deposit
method).

Terrestrial Operators

Should consider carrying out CDD prior to when an occasional transaction exceeds the
EUR 3,000 in 30 days threshold in line with their BRA and appetite.

Where customers gamble with significant sums of cash, the customer should be asked
the source of the cash; did they obtain from another person in cash, withdraw from
their bank, etc.?

“By way of business” describes gambling activities that are business related rather than a
recreational activity. Reasonable measures to establish this activity include making enquiries
with the customer to ascertain whether the activity is being conducted by way of business
where it appears that is the case - if the activity has the characteristics of business activity or
the customer refers to themselves as a professional, agent, affiliate, etc.
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“Nature and purpose of the business relationship” provides useful information for both
risk assessment and transaction monitoring purpose and should include high level information
on the anticipated value and volume of transactions.

Please see 4.9 Enhanced customer due diligence (Paragraph 14) for additional information
that should be considered for higher risk customers.

Legal persons, arrangements and foundations

The requirements for customers that are not natural persons are more complex and can be
represented as a series of steps-

Step 1: Identification information regarding the entity/arrangement —

Full name

Date of incorporation/establishment

Registered address (where applicable)

Step 2: Obtain the information to understand the ownership and control structure though
company documents, structure charts, etc. (the documents used to verify identity should be
referred to).

Step 3: Establish the following-

For legal persons... For legal arrangements... | For foundations...
Ultimate owner or controller Trustees or any other Council members (or
of 25%* or more of the controlling party equivalent)

shares or voting rights

*25% is the threshold
mandated by the Code.
Operators should consider
whether a lower threshold
may be appropriate for their
business and risks.

Persons with ultimate Known beneficiaries* Known beneficiaries*
effective control or influence
over management (i.e.
directors, powers of attorney,
signatories)

Settlor Founder

Any other person on Any other dedicator*
whose instructions it
was made or formed
(in the case of a blind
or dummy trust)
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Operators should also obtain information regarding classes of beneficiaries to enable them to
have the capacity to establish the identity of a beneficiary in future and appropriately risk
assess the relationship.

A dedicator is any other person(s) with a sufficient interest, including a person who in the
view of the High Court, can reasonably claim to speak on behalf of an object or purpose of
the foundation and a person who the High Court determines to be a person with a sufficient
interest under section 51(3) of the Foundations Act 2011 (or equivalent in non-Isle of Man
established foundations).

Step 4: Identify (full name, date of birth, address) and verify the identity of -

The persons established in step 3

Any person purporting to act on behalf of the customer; any representative or agent who
will correspond or make transactions for the customer.

Step 5: Complete the following steps

Verify that the person(s) purporting to act on behalf of the customer are authorised to
do so (by verifying this with persons established in step 3).

Obtain information on the binding obligations of the persons identified at step 3 as set
out in formal documents such as Memorandums and Articles of Associations, Power of
Attorney, a signatory list plus a board resolution.

Take reasonable measures to establish the source of funds of the customer.

Key Messages

Occasional Transactions and New Customer Relationships - Key Messages

The Code requirements are designed to achieve the following by using a risk-based
approach:

Deter criminals from ML/FT/PF;
Detect any suspicious activity;
Assist the authorities in investigating and apprehending criminals; and

Seize criminal or terrorist property.

The requirement for identity to be provided and verified therefore has this dual purpose
— deterrence and detection.

Understanding CDD terminology is essential for compliance with the Code.
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4.6

Verification of Identity of Customers (Paragraph 11)

The FATF Requirement

FATF Recommendation 10 recommends that CDD includes requirements to verify a
customer’s identity using reliable, independent source documents, data or information.

Verification of identity should be conducted as soon as reasonably practicable but need not
occur immediately if to do so would interrupt the normal course of business.

Where a delay occurs between identification and verification, the ML/FT/PF risks must be
effectively managed.

The 2019 Code

11 Verification of identity of customers

(1) This paragraph applies—

(@) in respect of occasional transactions, on the first occasion on which an
operator identifies that a customer has, or will, exceed the occasional
transaction threshold; or

(b)  when a customer has reached the qualifying transaction threshold.

(2) An operator must establish, record, maintain and operate appropriate
procedures and controls which require verification of the identity of the customer
and any known beneficial owner of the customer using reliable, independent
source documents, data or information before carrying out any further
occasional transactions or making a qualifying transaction.

(3)  Where the requirements of this paragraph are not met, the procedure must

provide that—
(@) the ongoing customer relationship or transaction must proceed no
further;

(b) the operator must consider terminating any ongoing customer
relationship; and

(c)  the operator must consider making an internal disclosure.

GSC Guidance and Policy

What? Verification of identity is the term used to describe the steps that are taken to verify
the identification information provided (e.g. name, date of birth, address).

Why? To establish that such a person truly exists and, using risk-based procedures, that the
customer is truly the person they claim to be.

When? The Code requires identity to be fully verified -

Prior to carrying out an occasional transaction that exceeds the occasional transaction
threshold (EUR 3,000 in a single or several linked transactions);

Prior to carrying out a transaction during an ongoing customer relationship that
exceeds the threshold (EUR 3,000 in 30 days);

Prior to establishing a relationship with customers that act by way of business;

For higher risk customers (EDD also applies).
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Best Practice

e Common industry best practice is for partial verification to be carried out at first
deposit.

e Operators should consider their BRA and risk appetite to determine whether
information should be verified sooner than the Code requires it.

e Extra care should be taken when reviewing identity documents that are less
familiar to staff members (e.g. foreign identity documents).

Who? The Code requirement is for the operator to verify using “reliable, independent source
documents, data or information”. This means that verification can be carried out by asking
the customer to produce evidence or by the operator using information sources and electronic
systems, subject to the guidance below. It is noted that the FATF currently takes a technology
neutral stance.

How? The below identification information must be verified as a minimum with consideration
given to verifying more information for higher risk customers (see 4.9 Enhanced customer
due diligence (Paragraph 14).

Natural persons:
e Full name;
e Date of birth; and
e Residential address.
Legal persons:
¢ Name;
e Date of incorporation/establishment
e Registered address (where applicable); plus the

e Owners’ and controllers’ names, dates of birth and residential addresses.

Terrestrial Operators

Although some customers may be known to staff members the GSC does not consider
being “known” to be sufficient evidence of verification.

Steps taken such as the use of electoral registers or ID documents should be recorded.

Verification of identity is often a cumulative process with more than one source of information
being used. The extent of checks undertaken should vary depending on the risks. Where
obtaining physical documents, additional steps should be taken to ensure that they are valid
documents and, that the customer is the true owner of the documents.
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< Natural persons - traditional methods (documents)

Each of these traditional methods are considered to be “full verification” and
meet the requirement to verify identity when a customer reaches the
threshold.

Traditionally, verification of identity is carried out by having the customer evidence their
identity by producing or providing copies of physical documentation. This approach
requires the customer to take the required action and is vulnerable to fraudulent or stolen
documents, which are mitigated by checks to verify the evidence. Some customers may
also struggle to produce acceptable proof of address documentation.

The following documents are considered “full verification” -

For name and date of birth (plus address when included in the document) —

o Passport;

o National identity card;

o Driving licence (although care should be given regarding international licences
where checks may not be thorough);

o Proof of age card (where combined with additional checks).

For address —

o Recent (within 6 months) bank, building society, mortgage or credit card
statement;

o Recent (within 6 months) rates, council tax or utility bill (other than for a
mobile device except where the bill includes internet services to the residential
address);

o Known lawyer’s confirmation of property purchase or legal document
recognising the title to the property;

o Letter from a person director or manager of an IOM employer, college or
university (noting that customer consent must be sought before contacting
the author to confirm validity);

o Physical verification of address made by sending letter requiring action from
the customer to confirm receipt.

For all documents, the operator should check -

o That they appear valid (e.g. the correct layout and style);
o That they do not appear to have been tampered with and have not expired;
o The algorithm / "MRZ"” on passports.

Consideration should also be given to requesting that documents are certified (and check
the certifications) or request a “selfie” or video chat to compare the individual's
appearance with the image on the document.

The Gambling NRA*? highlights emerging threats from the use of synthetic identities,
artificial intelligence and deepfake technology which may be used to bypass onboarding
and identity verification controls. Where appropriate, operators should also consider
implementing multi-layered identity verification systems, such as:

e Use of biometric verification and liveness checks;

e Deploying techniques to test real-time interaction and responsiveness (e.g.
prompting the customer to perform simple, dynamic actions during video
verification);

32 https: //counteringfinancialcrime.im/media/nmabsecb/gambling-nra.pdf
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e Controls designed to detect identity spoofing, deepfake manipulation and
synthetic identity fraud

% Natural persons - non-traditional methods

Of these non-traditional methods, only digital ID is considered “full
verification” and meets the requirement to verify identity when a customer
reaches the threshold. The other methods are suitable for use prior to
reaching the threshold or as an additional check to be used with traditional
methods or digital ID.

Non-traditional methods can be beneficial (e.g. potential to reduce costs, increase
efficiencies and reduce human error) however they carry risks. Operators need to
understand the architecture and governance of such methods in order to establish
independence and reliability. A TRA will be required — please see 3.4 Technology risk
assessment (Paragraph 7). Where possible a cumulative approach should be taken,
ideally combining both traditional and non-traditional methods, and multiple information
sources.

Non-traditional methods alone can be used to verify address but should not be used to
verify name and date of birth, except in the case of digital IDs that are established in
line with national or internationally acceptable assurance frameworks.33

Examples of non-traditional methods —

o Digital IDs including biometric and distributed ledger technology (establishing
official identity);

o Use of electronic data sources that access information from electoral registers,
passport issuing offices, driving licence issuing authorities, company registers,
electoral rolls and other commercial databases;

o Social media (useful as additional information source but should never be
used in isolation);

o Public domain information sources as news media or company registers;

o Facial / age recognition software;

o Third party CDD/EDD service providers (noting that such services are not
usually regulated);

o Third party “identity wallet” providers that act as CDD introducer (noting that
such services are not usually regulated). It should be noted that it is not
acceptable for a third party to obtain and hold ID documents without the
operator having access to those documents.

Where an operator uses a third-party provider or intermediary to support identity
verification, it must retain sufficient oversight and access to evidence to satisfy itself that
the applicable verification requirements have been met. Reliance solely on a third party’s
confirmation that verification has been completed is not sufficient where the operator
cannot access the underlying identity evidence or otherwise establish the reliability and
adequacy of the checks performed. Operators should understand the information sources,
verification methods and assurance standards used by the provider and ensure that
appropriate verification results and audit trails are available to evidence their decisions.

Where national identity documents or electronic identity credentials are used, operators
should consider their authenticity, validity, reliability and the assurance provided by the
method used to verify them. The presence of a national identity number or document, or
a third party’s confirmation of verification, should not in isolation be treated as conclusive

33 Such as ISO or EIC standards, the US NIST framework or the EU’s e-IDAS regulation
34 Based on characteristics that establish a person’s uniqueness in the population and is recognised by
the state of residence for official purposes
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evidence of identity.

Best Practice

Operators must be mindful that providing information to third parties for
verification may have GDPR implications.

% Legal persons, arrangements and foundations

Customers that are legal persons, arrangements and foundations are acting by way of
business and therefore pose an intrinsically higher ML/FT/PF risk. As such, customers
must be required to produce documentary evidence of identity and address (where
applicable) with consideration given to verifying the evidence though non-traditional
methods such as company registers.

The identity of the owners and controllers of the entity or arrangements may be verified
by traditional or non-traditional methods, in accordance with the risk posed.

Acceptable documents are —

o Certificate of Incorporation and/or Articles of Association (or equivalent, i.e.
foundation charter);

Trust Deed (or relevant extracts of Trust Deed);

Recent (within 6 months) bank statement or utilities bill (address only);
Latest annual return filed;

Audited financial statements sourced from an independent public registry;
o Prepared accounts signed by a reporting accountant.

Key Messages

Verification of Identity of Customers - Key Messages

Verification of identity is the term used to describe the steps that are taken to verify
the identification information provided to prove that the customer is truly the
person they claim to be.

The Code requires identity to be fully verified:-

o Prior to carrying out an occasional transaction that exceeds the occasional
transaction threshold (EUR 3,000 in a single or several linked transactions);

Prior to carrying out a transaction during an ongoing customer relationship
that exceeds the threshold (EUR 3,000 in 30 days);

Prior to establishing a relationship with customers that act by way of
business;

o For higher risk customers (EDD also applies).

Operators must verify using reliable, independent source documents, data or
information.

Verification of identity is often a cumulative process with more than one source of
information being used.

The extent of checks undertaken should vary depending on the risks.

Operators should remain alert to emerging threats from the use of artificial
intelligence, synthetic identities and deepfake technology that may pose risks to
the customer identity verification process and where appropriate consider
implementing appropriate tools to mitigate these risks.
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4.7 Ongoing Customer Relationships (Paragraph 12)

The FATF Requirement

FATF Recommendation 10 applies CDD requirements to both new and existing customers and
requires businesses to conduct CDD on existing customers at appropriate times.

The 2019 Code
12 Ongoing customer relationships
(1)  This paragraph applies in respect of ongoing customer relationships.

(2)  An operator must, in relation to each ongoing customer relationship, establish,
record, maintain and operate the procedures and controls specified in sub-
paragraphs (4), (5) and (6).

(3) The procedures and controls must be undertaken during an ongoing customer
relationship as soon as reasonably practicable and periodically thereafter.

(4) The procedures and controls referred to in sub-paragraph (2) are—

(@)  an examination of the background and purpose of the ongoing customer
relationship; and

(b) if satisfactory verification of the customer’s and any known beneficial
owner of the customer’s identity has not already been obtained or
produced, requiring such verification to be obtained or produced in
accordance with paragraphs 10(3) (customers acting by way of
business) and 11 (verification of identity of customers).

(5)  An operator must record any examination, steps, measures or determination
made or taken under this paragraph.

(6) Where the requirements of this paragraph are not met within a reasonable
timeframe, the procedure must provide that—

(@) the ongoing customer relationship or transaction must proceed no
further;

(b) the operator must consider terminating any ongoing customer
relationship; and

(c)  the operator must consider making an internal disclosure.

GSC Guidance and Policy

What? This paragraph requires operators to have and operate procedures to examine the
background and purpose of the relationship and ensures that, satisfactory verification of
identity is held; from the outset of the relationship and periodically thereafter.

If an operator is unable to obtain satisfactory information and verification within a reasonable
timeframe, any transactions should proceed no further and consideration should be given to
terminating the relationship, and where applicable, filing an internal disclosure.

Why? This is to ensure that existing relationships are in accordance with the requirements
of the current Code and that the verification remains satisfactory. Where the nature and
purpose of the relationship or verification of identity cannot be established, particularly where
other unusual or risky factors or behaviours are noted, there may be cause to suspect
ML/FT/PF.
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When? For new relationships, the checks must be carried out as soon as reasonably practical
and periodically thereafter. The frequency of periodical checks should be determined by the
operator in accordance with the AML/CFT/CPF risk.

Who? How? The Code does not specify that these actions require the operator to take
action. Checks may be carried out behind the scenes by staff members if they meet the

requirements.
Key Messages

Ongoing Customer Relationships - Key Messages

v' Operators must operate procedures to examine the background and purpose of the
relationship and ensures that, satisfactory verification of identity is held; from the
outset of the relationship and periodically thereafter.

If an operator is unable to obtain satisfactory information and verification within a

reasonable timeframe, any transactions should proceed no further and consideration
should be given to terminating the relationship, and where applicable, filing an
internal disclosure.

For new relationships, the checks must be carried out as soon as reasonably practical
and periodically thereafter. The frequency of periodical checks should be determined
by the operator in accordance with the AML/CFT/CPF risk
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4.8 Politically Exposed Persons (Paragraph 13)

The FATF Requirement

FATF Recommendation 12 states that PEPs should be subject to additional due diligence
requirements including establishing their SOW, obtaining senior management approval to
do business with PEPs and enhanced ongoing monitoring.

Such requirements are to apply to all foreign PEPs and higher risk domestic PEPs.

The 2019 Code

13 Politically exposed persons

(1)

(2)

(3)

4)

(5)

(6)

This paragraph applies to ongoing customer relationships and customers that
have exceeded the occasional transaction threshold.

An operator must establish, record, maintain and operate appropriate
procedures and controls for the purpose of determining whether any of the
following is, or subsequently becomes, a PEP—

(@) any customer;

(b) any natural person having the power to direct the activities of a
customer; and

(c)  any known beneficial owner of a customer.

An operator must establish, record, maintain and operate appropriate
procedures and controls for requiring the approval of its senior management
before—

(@)  any ongoing customer relationship is established with;
(b)  any occasional transactions are carried out with; or
(c)  any ongoing customer relationship is continued with,

a domestic PEP who has been identified as posing a higher risk of ML/FT or any
foreign PEP.

An operator must take reasonable measures to establish the source of wealth
of—

(@) adomestic PEP who has been identified as posing a higher risk of ML/FT;
and

(b)  any foreign PEP.

An operator must perform ongoing and effective enhanced monitoring of any
ongoing customer relationship with—

(@)  adomestic PEP who has been identified as posing a higher risk of ML/FT;
and

(b)  any foreign PEP.

To avoid doubt, this paragraph does not affect the requirement for the operator
to comply with the requirements of paragraph 14 (enhanced customer due
diligence) where a PEP has been identified as posing a higher risk of ML/FT.
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(7)  Where the requirements of this paragraph are not met within a reasonable
timeframe, the procedures and controls must require that—

(@) the ongoing customer relationship or occasional transaction must
proceed no further;

(b) the operator must consider terminating any ongoing
customer relationship; and

(c)  the operator must consider making an internal disclosure.
(8)  In this paragraph—

“domestic PEP” means a PEP who is or has been entrusted with prominent public
functions in the Island and any family members or close associates of the PEP,
regardless of the location of that PEP, those family members or close associates;
and

“foreign PEP” means a PEP who is or has been entrusted with prominent public

functions outside of the Island and any family members or close associates of the PEP,

regardless of the location of that PEP, those family members or close associates.

3 Interpretation

“Politically exposed person” or "PEP” means any of the following—

(@) a natural person who is or has been entrusted with prominent public
functions (“P"), including—

(i) a head of state, head of government, minister or deputy or assistant
minister;

(ii) a senior government official;

(iii) @ member of parliament;

(iv) a senior politician;

(v) an important political party official;

(vi) a senior judicial official;

(vii) a member of a court of auditors or the board of a central bank;

(viii) an ambassador, chargé d'affaires or other high-ranking officer in a
diplomatic service;

(ix) a high-ranking officer in an armed force;

(x) a senior member of an administrative, management or supervisory
body of a state-owned enterprise; or

(xi) a senior member of management of, or a member of, the governing
body of an international entity or organisation;

(b)  any of the following family members of P, including—

(i) a spouse;

(ii) a partner considered by national law as equivalent to a spouse;

(ii) other known close personal relationships not covered by sub-
paragraphs (i) or (ii) such as a partner, boyfriend or girlfriend;

V1.4 — November 2026



83

(iv) a child;

(v) a spouse or partner of a child;

(vi) a brother or sister (including a half-brother or half-sister);
(vii) a spouse or partner of a brother or sister;

(viii) a parent;

(ix) a parent-in-law;

(x) a grandparent; or

(xi) a grandchild;

(c) any natural person known to be a close associate of P, including—

(i) a joint beneficial owner of a legal person or legal arrangement, or
any other close business relationship, with P;

(i) the sole beneficial owner of a legal person or legal arrangement
known to have been set up for the benefit of P;

(iii) a beneficiary of a legal arrangement of which P is a beneficial owner
or beneficiary; or

(iv) a person in a position to conduct substantial financial transactions
on behalf of P

GSC Guidance and Policy

What? The Code requires operators to put appropriate procedures and controls in place to
determine whether a customer is, or becomes (therefore a requirement to do ongoing checks)
a PEP. For foreign PEPs and higher risk domestic PEPs (based on the location of the role
rather than residency) additional due diligence measures must be applied. The categorisation
of PEPs also applies to close family members and associates.

Why? The measures aim to address risks posed by PEPs. The increased risk stems from the
possibility of the PEP misusing their position and influence for personal gain through bribery
or corruption. Family members and close associates of PEPs also pose a higher risk as PEPs
may use family members and/or close associates to hide any misappropriated funds or assets
gained through abuses of power, bribery or corruption. The Isle of Man has a dedicated anti-
bribery and corruption website®.

When? Checks must take place at customer take-on (either at registration or initial deposit)
or where the occasional transaction threshold is reached and on an ongoing basis via
continuous or periodic re-checking.

Who? The Code requires appropriate procedures and controls for identifying PEPs. The GSC
does not consider asking a customer to declare whether they are or are not a PEP to be
sufficient. Instead, the operator must take steps to establish the information, which should
include the use of open-source information or third-party screening providers.

Please see 4.11 Name screening systems for guidance on selecting and using third party
providers.

35 https://abc.gov.im/about-bribery-corruption/bribery-corruption/
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Terrestrial Operators

Likely to have low volumes of customers that exceed the EUR 3,000 threshold and
require to be PEP checked.

Operators may use open-source checks (e.g. Google searches) when a customer
exceeds the threshold and periodically (at least annually) thereafter to establish if they
are, or become, a PEP.

How?

The Code PEP requirements cover two distinct stages; the identification of PEPs and the
treatment of PEPs.

e Identifying PEPs

O

PEP definition

Paragraph 3 of the Code (page 8) contains a list of posts and roles, which
confer PEP status. People who either undertake such roles or are closely
associated through business or family must also be treated as a PEP. The
affected family members are also listed in the definition. Note that the Code
requires “appropriate” measures therefore the GSC expects only reasonable
attempts to be made to identify a customer that is a PEP due to family or
business ties.

Foreign vs domestic PEPs

The PEP requirements apply to all foreign PEPs and to domestic PEPs that pose
a higher ML/FT/PF risk.

The designation of “foreign” or “domestic” PEP is based on where the role or
position is held rather than where the customer resides.

Once a PEP, always a PEP?

The Code states that a PEP is a natural person that is or has been entrusted
with a prominent public function.

Guidance on Recommendation 12 issued by the FATF in 2013 states that the
language is consistent with a possible open-ended approach i.e. “once a PEP,
always a PEP”. It goes on to suggest that the treatment of an individual who
is no longer entrusted with a prominent public function should be based on an
assessment of risk and not on prescribed time limits. Consideration should be
given to the risks posed (see below Risk Assessment section for further detail).

Methods of identifying

Operators should determine the method used to identify PEPs based on the
size, nature and risks of their business. Methods include -

= Checking customer and beneficial owners’ names against Government
issued PEP lists;

= Checking names against databases provided by third parties (see 4.11
Name screening systems for further detail on selecting a provider);

= Consideration of other information that may indicate that a customer is
a PEP e.g. source of wealth, contact details or open-source checks
carried out as part of EDD.
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e Treatment of PEPs
o Risk assessment
An effective risk assessment is required because -

= The PEP requirements apply to all foreign PEPs and high-risk domestic
PEPs; and

= The extent of the measures carried out should be risk-based.
Consideration should be given to the following factors -

= The level of influence that the individual holds;

= The scale of their public profile;

»= The level of seniority within their organisation or Government;

= Authority over or access to state funds and assets, policies and
operations;

= Control over regulatory approvals, awarding of licences and concessions.
o Additional due diligence requirements

The additional due diligence measures that apply to PEPs are similar to but
separate to EDD measures that must be carried out for high-risk customers.

Consideration of PEP status is required as part of a CRA as it is a factor that
indicates a customer may be high-risk (please see 3.7.2 Risk Factors: Matters
that may be High-risk). Therefore, a PEP customer is likely to also be a high-

risk customer. In that case, both the PEP measures and EDD measures must be

applied.
Requirement EDD (for high-risk)
Reasonable measures to Yes Yes
establish source of wealth
Ongoing and effective enhanced Yes Yes
monitoring
Senior management approval Yes Only for customers resident in

a “List A” jurisdiction or that
are the subject of an

AML/CFT warning
Consider additional ID info No Yes
Consider additional verification No Yes

of ID

For further detail on how to fulfil the requirements please see 4.9 Enhanced customer due
diligence (Paragraph 14).
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Key Messages

Politically Exposed Persons - Key Messages

PEPs should be subject to additional due diligence requirements including
establishing their SOW, obtaining senior management approval to do business with
PEPs and enhanced ongoing monitoring.

PEP requirements apply to all foreign PEPs and higher risk Domestic PEPs.

Checks must take place at customer take-on (either at registration or initial deposit)
or where the occasional transaction threshold is reached and on an ongoing basis
via continuous or periodic re-checking.

Operators must put appropriate procedures and controls in place to determine
whether a customer is or becomes (therefore a requirement to do ongoing checks)

a PEP. For foreign PEPs and higher risk domestic PEPs (based on the location of the
role rather than residency) additional due diligence measures must be applied. The
categorisation of PEP also applies to close family members and associates.

The increased risk stems from the possibility of the PEP misusing their position and
influence for personal gain through bribery or corruption. Family members and close
associates of PEPs also pose a higher risk as PEPs may use family members and/or
close associates to hide any misappropriated funds or assets gained through abuses
of power, bribery or corruption.

An effective risk assessment is required as PEP requirements apply to all foreign
PEPs and high-risk domestic PEPs.

The extent of the measures carried out should be risk-based.
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4.9 Enhanced Customer Due Diligence (Paragraph 14)

The FATF Requirement

FATF Recommendation 1 and the related Interpretive Note require due diligence measures
to be carried out using a risk-based approach. The Interpretive Note to Recommendation
10 (Customer Due Diligence) goes on to state that businesses should be required to carry
out enhanced measures for higher risk customers and provides examples of such

measures.

The 2019 Code

14 Enhanced customer due diligence

(1)

(2)

(3)

4)

An operator must establish, record, maintain and operate appropriate procedures
and controls in relation to undertaking enhanced customer due diligence.

Enhanced due diligence includes—

(a)
(b)

(0)
(d)

(e)

considering whether additional identification information needs to be
obtained and, if so, obtaining such additional information;

considering whether additional aspects of the identity of the customer and
any known beneficial owner need to be verified by reliable independent
source documents, data or information, and, where it is considered
necessary, the taking of reasonable measures to obtain such additional
verification;

the taking of reasonable measures to establish the source of wealth of a
customer;

the undertaking of further research, where considered necessary, in order
to understand the background of a customer and the customer’s business;
and

considering what additional ongoing monitoring should be carried out in
accordance with paragraph 15 (ongoing monitoring) and carrying it out.

An operator must conduct enhanced customer due diligence—

@)

(b)
(©)

where a customer poses a higher risk of ML/FT as assessed by the
customer risk assessment;

in the event of any unusual activity; and

in the event of any suspicious activity, unless the operator reasonably
believes conducting enhanced customer due diligence will tip-off the
customer.

Where the requirements of this paragraph are not met within a reasonable
timeframe, the procedures and controls must provide that—

(a)
(b)
(0)

the ongoing customer relationship or occasional transaction must proceed
no further;

the operator must consider terminating any ongoing customer
relationship; and

the operator must consider making an internal disclosure.
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GSC Guidance and Policy

What? EDD is the umbrella term used to describe measures that must be carried out in
addition to “standard” CDD for higher risk customers, in the event of unusual activity or in the
event of suspicious activity except where the operator reasonably believes this may tip-off the
customer.

Why? The FATF Recommendations require due diligence to be risk-based. This includes
conducting enhanced measures in higher risk scenarios. The aim of this is to focus
AML/CFT/CPF resource on the customers that pose the highest risks rather than a one-size-
fits-all approach.

When? The Code requires EDD to be carried out within a reasonable timeframe* of the
customer being assessed as high-risk, in the event of any usual activity or in the event of any
suspicious activity. Where this does not occur, the transaction must proceed no further and
consideration must be given to terminating the relationship and making an internal disclosure
to the MLRO (if suspicious of ML/FT/PF) (see 5.7 Reporting procedures, Internal disclosures
and External disclosures (Paragraph 22, 23, 24).

*No further withdrawals or deposits should be allowed until satisfactory EDD is carried out.
Further gaming activity should only be permitted to continue for a period of 7 days for high-
risk or in the event of any unusual activity provided that the activity is monitored. This should
allow the customer a reasonable amount of time to complete the EDD process, including, where
necessary, the customer providing additional information or verification. If satisfactory EDD is
not completed within 7 days or where the activity is suspicious, the account should be locked.

Who? The Code requires senior management approval for very high-risk customers - those
that are resident in a “List A” jurisdiction or that are the subject of an AML/CFT warning. For
other high-risk customers EDD may be carried out by staff members and may require the
customer to provide additional information or verification. Operators should consider, in line
with their own risk appetite, whether additional checks (e.g. 4 eyes checks) should be carried
out on EDD. Operators may commission third parties to undertake elements of the EDD process
but must carefully review the information provided to ensure that they are satisfied. The
operator remains responsible for compliance with the Code.

Best Practice

Operators must be mindful that providing information to third party providers may have
GDPR implications.

How? EDD comprises 5 elements in addition to standard CDD.

4 of those 5 elements require “consideration” by the operator. Ideally, each high-risk
customer should be treated on a case-by-case basis; risk factors reviewed, understood, and
appropriate measures taken to address the risk posed by the customer. Consideration may also
be demonstrated through detailed and effective operational procedures that advise staff what
measures to carry out in various circumstances.

e 1 - Additional identification information (consider if)

Obtaining additional identification information is particularly useful where risks relate
to the possibility of stolen or fake identity. It can also assist in confirming or discounting
potential PEP, sanctions or negative press matches or when conducting open-source
research.
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Examples of additional information include:

Natural Person Legal Person

Middle names

Aliases

Former names

Nationality(ies)

Gender

Official person identification number
Occupation

Name of employer

Previous address

Trading name
Principle place of business

Mailing address (if different from
registered address)

Whether listed and, if so, where

Name of regulator (if any)

2 - Additional verification (consider if)

Consideration should also be given to carrying out additional measures to verify the
customer’s identification information as part of standard CDD and to verifying additional
information provided as part of the EDD.

Examples of additional verification methods include:

Natural Person Legal Person

Obtaining additional ID documents
such

as driver’s licence, student card or
bus pass

A telephone or video call with the
customer

Request a selfie of the customer
holding their ID or outside their
home address (which can then be
verified using google maps, etc.)

Verify information supplied using
internet searches and open-source
databases (e.g. Facebook,
LinkedIn)

A telephone or video call with the
directors

Verify information supplied using
internet searches and open-source
databases (e.g. Facebook, LinkedIn,
Google)

If possible, verify information using
companies and beneficial ownership
registers

89

3 - Source of wealth (reasonable measures)

SOW is distinct from SOF and describes the origins of a person’s financial standing or
total net worth (i.e. the activities that generated a person’s funds and property). What
constitutes “reasonable measures to establish” will vary depending on the risks
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associated with the customer and the value of their transactions.

The Code does not require operators to contact a customer to establish their SOW. In
some cases, it may be appropriate for checks to be carried out behind the scenes by
using (and recording) information available in the public domain. Useful information
can often be found using corporate social netwoking sites such as LinkedIn.

When determining what is “reasonable” an operator should consider —
o The factors that resulted in the customer being deemed high-risk;
o The value of the customer’s transactions; and

o The period over which the the transactions occurred - if over a short period of
time consider what the value would be if it were to continue at this level for a
year.

When reviewing SOW information the operator should consider -
o How reliable or independent the source of the information is;
o How plausible the information is; and
o How this compares to the customer’s activity.

A diagram showing a graduated approach to SOW checks is provided below.

AML/CFT & Responsible Gambling
For the vast majority of customers gambling is enjoyed as a recreational activity.

SOW checks should be considered from both an AML/CFT/CPF and a responsible
gambling point of view.

Gambling of significant portions of income, frequent use of overdrafts and use of
payday loans should prompt interaction with the customer.

4 - Background research (consider if)

For high-risk customers, particularly those with large or unusual transactions or where
there are concerns over the SOW, the operator should make efforts to establish
whether the customer has been accused or convicted of a proceeds generating crime
(e.g. theft, fraud).

This can be achieved using open-source information, name screening for negative press
or by commissioning third party reports.

Staff members tasked with carrying out open-source checks should be trained in how
to conduct effective internet searches, made aware of the particular websites or search
engines that are available for their customer base and, where applicable, access to
translation services.

In addition to carrying out checks on the customer, checks should also be considered
for their person(s) or entity(ies) from which their funding derives.

Background research may also be appropriate in relation to B2B relationships or other
counterparties. Such research can assist an operator in establishing that the business
it intends to or has engaged with has a genuine commercial presence and that its
ownership, control, regulatory status and observable activities are consistent with the
operator's understanding of the relationship.

In respect of B2B relationships, this may include consideration of information already

V1.4 — November 2026



held by the operator (e.g. onboarding or contractual information), publicly available
corporate and licensing information, websites and domains activity, adverse media and
other observable (i.e. public-facing) business activity. Any material inconsistencies
identified should be considered and addressed appropriately.

Operators involved in Network Partner arrangements or relationships with software
suppliers should also refer to the GSC's AML/CFT Guidance for OGRA Licence Holders
with Network Services Permissions®® and AML/CFT Guidance for Software Suppliers®’,
for further guidance relevant to those business models.

Best Practice

e In September 2026 the e-Gaming Operational Risk Group of the IOM FCP
published an industry consultation paper on ‘Proportionate and Intelligence-Led
Diligence'.

e This product outlines how publicly available, and existing business information
can be used to better understand a business relationship and assess whether its
ownership, activities and wider commercial profile are genuine and consistent
with expectations.

e The paper encourages businesses to build an expected profile of a relationship
and compare this against available intelligence. This may include considering
whether observable online activity, jurisdictions, markets, brands, products,
payment methods, affiliates or other commercial connections associated with a
business are consistent with what is known and expected of that relationship.

e Where information is inconsistent with the expected profile of the B2B
relationship, the paper outlines a proportionate approach to undertaking further
verification and corroboration.

e The GSC encourages operators to review the paper and consider whether its
intelligence-led approach may complement their existing risk assessments and
due diligence arrangements, particularly in relation to B2B relationships. The
paper should be read as supplementary to any applicable legislation and GSC
guidance.

e 5 - Additional ongoing monitoring (consider how)

Paragraph 15 of the Code requires all ongoing monitoring to be risk-based, see 4.10
Ongoing monitoring (Paragraph 15). This paragraph covers the ongoing monitoring of
both a customers’ CDD/EDD and their transactions.

Operators should concentrate their ongoing monitoring efforts on high-risk customer
by conducting (and recording) more frequent or more extensive checks on them. Staff
members tasked with carrying out the monitoring should be trained and understand
the relevant risk factors.

Depending on the risk factors that resulted in the customer being deemed high-risk the
operator may consider monitoring additional areas, such as -

o Seeking rationale and evidence for any changes in the source or destination of

36 https: //www.isleofmangsc.com/media/re3d1egl/aml-cft-guidance-for-network-licence-holders-v1-
nov-25.pdf
37 https: / /www.isleofmangsc.com/media/44pf2boe/aml-cft-guidance-for-software-suppliers-v1-4.pdf
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funds;

o Monitoring the IP address or devices used to log into the customer’s account;

o Periodic or ongoing open-source checks for negative press.

MONITOR

OPEN SOURCE

ASK CUSTOMER

VERIFY- OPEN SOURCE

VERIFY- EVIDENCE

N

92

MANAGER REVIEW

SUSPICIOUS?

A graduated approach to SOW checks:

Where a customer is deemed higher risk (i.e. due to country of
residence) and transacts only minimal amounts (i.e. £10s per
month) it would be acceptable for the operator to determine that
there would be little value in carrying out checks or contacting the
customer to establish the SOW. In such cases this decision must
be documented and the activity monitored in case it increases to
a level where checks should be carried out.

Where a high-risk customer carries out low-moderate value
transactions (i.e. £100s per month) it would be acceptable for the
operator to conduct SOW checks using open source/public domain
information provided that it seems reliable, plausible and in line
with the customer’s activity.

Where satisfactory public domain information is not available
or the customer transacts moderate amounts, the operator
should contact the customer to enquire about their SOW. Vague
descriptions should not be accepted. For example, “salary” is not
sufficient and more detail such as employer name, role and
annual salary should be obtained. Again the operator should
consider how plausible this information is and how it compares
to the customer’s activity.

Where a high-risk customer’s SOW information is not satisfactory
or where their activity is significantly higher than an average
customer, the SOW information should be verified, where
possible, using both open-source information and supporting
evidence (e.g. bank statements, pay slips). The operator should
consider having a senior manager, MLRO or AML/CFT
Compliance Officer review the SOW. If not satisfied the
transaction or relationship must proceed no further.
Consideration should be given to filing a SAR.
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Key Messages

Enhanced Customer Due Diligence - Key Messages

v' EDD is the umbrella term used to describe measures that must be carried out
in addition to “standard” CDD for higher risk customers, in the event of unusual
activity or in the event of suspicious activity except where the operator
reasonably believes this may tip-off the customer.

The Code requires EDD to be carried out within a reasonable timeframe and
transactions frozen until satisfactory EDD is carried out. Further gaming activity
should only be permitted to continue for a period of 7 days for high risk or in
the event of any unusual activity provided that the activity is monitored.

The Code requires senior management approval for very high-risk customers -
those that are resident in a “List A” jurisdiction or that are the subject of an
AML/CFT warning.

v' EDD comprises of 5 elements in addition to standard CDD:
Additional identification information (consider if)
Additional verification (consider if)
SOW (reasonable measures)
Background research (consider if)

Additional ongoing monitoring (consider how)
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4.10 Ongoing Monitoring (Paragraph 15)

The FATF Requirement

FATF Recommendation 10 includes a requirement for businesses to conduct ongoing due
diligence including scrutiny of transactions to ensure consistency with their knowledge of the
customer. This requirement should be met using a risk-based approach.

The 2019 Code

15 Ongoing monitoring

(1)

(2)

(3)

4)

©)

(6)

An operator must take reasonable measures to identify a customer involved in an
occasional transaction that exceeds the occasional transaction threshold.

An operator must perform ongoing and effective monitoring, including carrying
out—

(@) areview of information and documents held for the purpose of customer
due diligence to ensure that they are up-to-date, accurate and
appropriate, in particular where that transaction or relationship poses a
higher risk of ML/FT;

(b)  appropriate scrutiny of transactions and other activities to ensure that they
are consistent with—

) the operator’s knowledge of the customer, the customer’s business
and risk profile and source of funds for the transaction;

(i) the business risk assessment carried out under paragraph 6
(business risk assessment);

(i)  any relevant technology risk assessment carried out under
paragraph 7 (technology risk assessment); and

(iv)  the customer risk assessment carried out under paragraph 8
(customer risk assessment);

(0 monitoring whether the customer or any known beneficial owner is listed
on the sanctions list.

Where an operator identifies any unusual activity in the course of an ongoing
customer relationship or occasional transaction, the operator must, within a
reasonable timeframe—

(@)  perform appropriate scrutiny of the activity;
(b)  conduct enhanced customer due diligence; and
(c)  consider whether to make an internal disclosure.

Where an operator identifies any suspicious activity in the course of an ongoing
customer relationship or occasional transaction, an internal disclosure must be
made in accordance with paragraph 23 (internal disclosures).

The extent and frequency of any monitoring under this paragraph must be
determined—

(@)  on the basis of materiality and risk of ML/FT;

(b)  in accordance with the risk assessments carried out under Part 3 (Risk-
based Approach); and

(c)  having particular regard to whether a customer poses a higher risk of
ML/FT.

An operator must record any examination, steps, measures or determination
made or taken under this paragraph.
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GSC Guidance and Policy

What? Ongoing monitoring describes the ongoing or periodic customer checks that aim to
ensure ongoing compliance with the Code requirements, to detect changes in customer risk
factors or unusual activity. It comprises three parts -

e Reviews of CDD/EDD to check that the information and documentation held is accurate,
up-to-date and appropriate;

e Scrutinising of transactions (both financial and gambling) to ensure that they are
consistent with the CDD/EDD; and

e Monitoring whether the customer or any beneficial owner is listed on the sanctions list
(see Sanctions and Proliferation for more detail).

Why? The primary focus of ongoing monitoring is to identify unusual activity, which requires
further scrutiny and EDD to be conducted.

"unusual activity” means any activity including the receipt of information during the course of
an ongoing customer relationship, occasional transaction or attempted transaction where—

(a)  the transaction has no apparent economic or lawful purpose, including a
transaction which is—

) complex;
() both large and unusual; or
(ifi)  of an unusual pattern;

(b)  the operator becomes aware of anything that causes the operator to doubt
the identity of a person it is obliged to identify;

(c) the operator becomes aware of anything that causes the operator to doubt
the good faith of a customer or known beneficial owner of a customer

The requirement for accurate, up-to-date and appropriate CDD/EDD can -
e Assist with risk assessment considerations - CRA, BRA and NRA;

e Establish what would appear normal or expected for a customer or category of
customer;

e Deter criminals from using the regulated gambling sector;
e Be used by the authorities to track and locate criminals.

When? The Code requires ongoing monitoring to be risk-based. The frequency and veracity of
checks should be increased for higher risk customers.

< CDD/EDD Reviews

CDD information may change due to circumstances (e.g. marriage, hame change,
change of address) but could also be due to a slipup by a criminal (supply of incorrect
details that differ from false identity supplied for example). Such changes should be re-
verified in line with the requirements set out in 4.6 Verification of identity of customers
(Paragraph 11).

Where ID documents are provided to verify a customer’s identity there is no GSC
expectation that they are requested again each time the customer transacts over the
EUR 3,000 threshold if the CDD information has not changed and that documents have
not expired.

The GSC expects operators to review the CDD/EDD held for high-risk customers at least
annually to ensure that the information remains sufficient - this includes information on
the SOF and SOW. Reviews should also be conducted for any customer at a “trigger
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event” including where transaction monitoring identifies unusual activity or where there
is @ material change to customer risk factors; see 3.6 Risk Factors — Gambling Customer
Categories/Types and 3.7 Risk Factors — Gambling Products and Services/Types. .

% Transaction monitoring

The Code does not stipulate the timing or frequency of transaction monitoring, only that
it must be risk-based. As the monitoring aims to identify unusual activity (see above
definition) which includes large transactions patterns of activity it is prudent for
monitoring to include reviews of transactions over a certain threshold or during a
reporting period. For example, an operator could establish daily, weekly and monthly
transaction reports and scrutinise those where customers exceed a certain volume or
value of deposits. Lower thresholds should be adopted for high-risk customers.

Who? Operators should consider, in line with their risk-based approach, having monitoring
checked by managers, the MLRO or AML/CFT Compliance Officer, particularly in relation to very
high-risk customers or unusual activity.

Unusual activity requires further scrutiny of transactions, which may include asking the customer
for their rationale for carrying out the activity or further information or evidence of the SOF or
SOW.

AML/CFT & Responsible Gambling
For the vast majority of customers gambling is enjoyed as a recreational activity.

Financial and gambling transactions should be considered from both an AML/CFT and
a responsible gambling point of view.

Significant changes in activity (e.g. chasing losses, taking greater risks, multiple
deposit methods) should prompt an interaction with the customer.

How? Ongoing monitoring can be carried out with the assistance of technological solutions.
Remember that such systems must be risk-assessed (see 3.4 Technology risk assessment

(Paragraph 7)).

Regardless of whether monitoring is carried out manually or using technology all monitoring
efforts, including investigation work and customer interactions, must be recorded. For example,
where a system is used to flag transactions over a certain value or of a certain pattern, notes
should be recorded to demonstrate who reviewed the “alert”, when, what action they took and
why.
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Reports or thresholds for alerts should be set up and reviewed by those with a good
understanding of the operator’s BRA, relevant typologies and red flags.

Terrestrial Operators

e The Code requires operators to take reasonable measures to identify
customers that exceed the EUR 3,000 (in a single or several linked
transactions) limit.

e After the threshold is met the customer must be subject to ongoing
monitoring.

o Staff members should pay attention to customers that place larger than
average bets and should record information so that it may be shared with
colleagues including those at different branches.

¢ Until such time as the customer’s identity is known, a ‘nom de plume’ system
may be used.

e Subject to GDPR requirements, sources such as security camera footage and
handwriting comparisons (on betting slips) can assist.

Key Messages

Ongoing Monitoring - Key Messages

The primary focus of ongoing monitoring is to identify unusual activity, which
requires further scrutiny and EDD to be conducted.

The Code requires ongoing monitoring to be risk-based. The frequency and
veracity of checks should be increased for higher risk customers.

CDD information may change due to circumstances (e.g. marriage, name change,
change of address) but could also be due to a slipup by a criminal (supply of
incorrect details that differ from false identity supplied for example). Such
changes should be re-verified.

The GSC expects operators to review of the CDD/EDD held for high-risk
customers at least annually to ensure that the information remains sufficient.

Transaction monitoring should be risk-based.

Unusual activity requires further scrutiny of transactions.

All transaction monitoring efforts should be recorded.

Reports or thresholds for alerts should be set up and reviewed by those with a
good understanding of the operator’s BRA, relevant typologies and red flags.
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4.11 Name Screening Systems

IT systems can provide highly effective method for screening names (customer, beneficial
owner, SOF, etc.) to detect PEPs, sanctioned persons or persons that are the subject of
negative public domain information (e.g. charged with proceeds generating crime).

Operators should carefully consider which providers they contract with, how the systems are
set up or customers and how alerts are handled, including from a GDPR perspective. Operators
should have a good understanding of the system and its parameters rather than placing total
faith in the system provider.

Considerations should include -

e Whether the system provides functionality for a manual check (i.e. you type in a name
to search) or automated (i.e. you upload a list of names or it runs against your
database);

e Whether the system provides a one-off check, periodic or real time monitoring;

e Where the system pulls information from (e.g. public databases, internet searches,
manual research);

e What PEP definition is used in the system and how this matches up to the Code;

e Which countries sanctions lists are covered (e.g. does it include IOM, UK, UN and the
US OFAC sanctions list?);

e How your data is used (e.g. does it go to their servers, are there data protection
issues?);

e Whether the system provides audit trail functionality (i.e. recording the outcome of
investigations, discounting of false positives, etc.);

e Whether there is functionality to screen against name and other data (i.e. date of birth)
in order to reduce false positives;

e Whether the screening includes negative press screening (e.g. public domain
information about criminals, etc.);

e Whether there is the ability to customise settings (e.g. types of negative press you care
about, how close a name match must be to alert, etc.);

e Whether you need functionality to check foreign language characters on registration
details (e.g. Chinese, Cyrillic, etc.).

Reminder: In order to meet the Code PEP requirements and in order to prevent a breach of
TOCFRA, PEP and sanctions checks should be carried out at customer take-on (for ongoing
customer relationships), at occasional transaction threshold and during a customer
relationship, either periodically or perpetually. All AML/CFT/CPF systems and procedures must
be risk-based and may vary depending on the size and nature of the operator.

V1.4 — November 2026



99

Part 5: Record Keeping and Reporting

This section primarily focused on the Code requirements regarding record keeping however,
some reference is also made to General Data Protection Regulations 2018 (GDPR).

5.1 Record Keeping (Paragraph 16)
The FATF Requirement

FATF Recommendation 11 deals specifically with record keeping and reporting requirements.
The elements that affect operators are -

e Businesses should be required by law to retain records on their customers for at least

5 years;

e All CDD records including evidence captured to verify identify must be retained;

e Records must be kept that allow the customer’s activity and individual transactions to
be reconstructed;

e The types and amounts of currency used in the transactions must be recorded; and

Records of the results of analysis performs on evidence must be retained, including the
analysis performed on variances in the volumes or patterns of transactions.

The 2019 Code
16 Record keeping

An operator must keep—

@)

(b)

(c)

a copy of the documents obtained or produced under Part 3 (Risk-based
Approach) and Part 4 (Customer Due Diligence) (including identification
information, account files, business correspondence records and the
results of any analysis undertaken) or information that enables a copy of
such documents to be obtained;

a record of all transactions carried out in the course of gambling business
in the regulated sector, including identification information, account files,
business correspondence records and the result of any analysis
undertaken; and

all such other records as are sufficient to permit reconstruction of
individual transactions and compliance with this Code.

GSC Guidance and Policy

What? This paragraph of the Code details the types of records that must be kept regarding
AML/CFT/CPF in accordance with the retention periods mandated in Paragraph 17 — see
5.2. Record retention (Paragraph 17).

The following records must be kept by or available to the operator —

e (DD documents (photo ID, proof of address, SOW evidence, etc.);

e Account files (records and notes about the customer and their activities);

e Business correspondence (emails, notes of phone calls, etc.);

e Transactions records (further detail is provided below);

e Any analysis undertaken on CDD or transactions.
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and, importantly -

e Other records to demonstrate compliance with the Code — this includes all
AML/CFT/CPF activities such as risk assessments, procedures, investigation of
unusual or suspicious transactions, staff vetting and training.

Why? Records are required to be kept because —

e Competent authorities may wish to obtain them to assist with investigations or
information exchanges with their counterparts;

e For use in transaction monitoring and risk assessment;
e To demonstrate that the operator is compliant with the Code.

When? Record keeping requirements apply from when an operator is licenced (in respect of
procedures, BRA, etc.) and throughout all customer relationships. This includes records that
relate to attempted transactions and customers that attempt to open an account but are
refused.

Who? All staff members should be made aware of the requirement to record information. The
GSC expects all policies and procedures for record keeping to be approved by the operator’s
Data Protection Officer to ensure compliance with GDPR as well as the Code.

How? The Code does not mandate how records should be kept with the exception of registers
required for internal disclosures, external disclosures and ML/FT enquiries (see 5.2. Record
retention (Paragraph 17). However, operators should be mindful that AML/CFT/CPF records are
confidential documents and must be kept secure when not being processed. Access to more
sensitive matters such as those detailed in the registers should be restricted to only those that
require it.

Records should be kept in a format that makes it possible to locate, retrieve and understand
them.

Care should be taken if record keeping is outsourced. The operator must always be confident
it can retrieve the records within a satisfactory timescale, that the records are being held
securely against internal and external misuse and that a contingency exists to safeguard the
records in the event the third party ceases to operate or a dispute arises.

Transactions that must be recorded and retained include:

e Deposits made by customers acting by way of business to player wallets/accounts
held by operators;

¢ Withdrawals made by operators to bank cards, bank accounts and other externally
held instruments;

as well as-
e Gaming/betting activity;

e Business payments, reconciliations, etc. made to operators by customers acting by
way of business;

e The commitment by customers of deposits to wagering (e.g. bets, stakes on games,
the purchase of tickets in a lottery, etc.) even if they are reversed or cancelled before
the outcome is known;

e The crediting of winnings from games, bets, etc. to customer wallets/accounts held by
operators;

¢ Redeemed bonuses credited to customers by operators; and

e Player-to-player transfers using internal transfer mechanisms supplied to players by
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operators.

Gaming/betting records should include game times, stakes, wins, losses odds/types of games
and full transactional history and can be utilised—

e To detect unusual activity for AML/CFT/CPF purposes;
e For responsible gambling and fairness/complaints.

Transaction data must be complete to the extent it allows for the identification of the source of
a payment as well as the payment’s recipient. The GSC also requires that the type of currency
be noted in the transaction data or where the currency type is homogenous, that the currency
used in the records can be identified.

Transaction data must be complete to the extent it allows competent authorities to construct
an audit trail for suspected ML/FT/PF.

Key Messages

Record Keeping - Key Messages

v" Operators are required by the Code to keep or make available to the operator
the following:

CDD documents (photo ID, proof of address, SOW evidence, etc.);

Account files (records and notes about the customer and their activities);

Business correspondence (emails, notes of phone calls, etc.);
Transactions records (further detail is provided below);

Any analysis undertaken on CDD or transactions; and

Other records to demonstrate compliance with the Code.

Record keeping requirements apply from when an operator is licensed (in
respect of procedures, BRA, etc.) and throughout all customer relationships.

All staff members should be made aware of the requirement to record
information.

Records should be kept in a format that makes it possible to locate, retrieve and
understand them.
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5.2. Record Retention (Paragraph 17)

The FATF Requirement

FATF Recommendation 11 requires records on customers to be retained for at least 5 years
after the last transaction or the termination of the relationship.

The Code 2019
17 Record retention

(1)  An operator must keep the records required by this Code for at least the period
specified in sub-paragraph (3) or (4).

(2) To avoid doubt the obligation in sub-paragraph (1) continues to apply after a
person ceases to be an operator.

(3) In the case of records required to be kept under paragraph 16(b), the records
must be kept for a period of 5 years from the date of completion of the
transaction.

(4) In the case of records to which sub-paragraph (3) does not apply, the records
must be kept for a period of 5 years beginning on the date which—

(@) all activities in relation to an occasional transaction were completed; or
(b)  in respect of other activities—
(i) the ongoing customer relationship was formally ended; or

(ii) if the ongoing customer relationship was not formally ended, when
all activities relating to the relationship were completed.

(5)  Without limiting sub-paragraph (1), if—

(@) an external disclosure has been made to the Financial Intelligence Unit
under paragraphs 22(f) and paragraph 24 (external disclosures);

(b)  the operator knows of or believes that a matter is under investigation by
a competent authority; or

(c)  the operator becomes aware that a request for information or an enquiry
is underway by a competent authority,

the operator must maintain all relevant records for as long as required by the
competent authority.

GSC Guidance and Policy

What? This paragraph of the Code details the length of time that the records described in
Paragraph 16 (see 5.1 Record keeping (Paragraph 16)) must be kept for.

Why? 1t is essential that records are kept for a suitable period of time as this allows for
records to be retrieved to assist with investigations (either ML/FT/PF or regulatory) after the
activity has occurred.

The DPO should also consider any other relevant legislation and the companies own retention
and destruction procedures.

When? Record keeping requirements apply from when an operator is licensed (in respect of
procedures, BRA, etc.) and throughout all customer relationships. This includes records that
relate to attempted transactions and customers that attempt to open an account but are
refused.
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Who? All staff members should be made aware of the requirement to record information The
GSC expects all policies and procedures for record keeping to be approved by the operator’s
DPO to ensure compliance with GDPR as well as the Code.

How? The DPO should advise staff members on processes to follow (recording date of
records, data weeding, destruction, deletion, etc.) when disposing of records.

Records relating to investigations and enquiries

The standard 5 year retention requirement does not apply where a disclosure has been made
to the FIU or there is an investigation, enquiry or information request under way with a
competent authority (e.g. the GSC or FIU). Instead, the records must be kept as long as
required by the authority.

In such cases, the operator should contact the relevant authority and seek guidance on what
records must be kept and for how long.

Former operators
The Code states that the record retention requirements continue to apply after a licence ceases.

It is the GSC’s view therefore that the data must be preserved notwithstanding no licensee
exists and there may be no remuneration for server upkeep, administration and so forth.

As persons with the greatest influence over the operations of the licensee, the GSC considers
that it falls to the directors of the company to ensure that AML/CFT/CPF data is retained for
the requisite timescales irrespective of the licensing status of the licensee.

The GSC recommends that licensees consider what steps will be taken for record retention in
the event of de-licensing in the IOM and that the directors of the licensee take steps to store
records and advise the FIU and GSC of the mechanism for their retrieval.

Please see 5.3 Format and retrieval of records (Paragraph 18) for guidance on utilising a third
party to store records.

Key Messages

Record Retention - Key Messages

v' It is essential that records are kept for a suitable period of time as this allows for
records to be retrieved to assist with investigations (either ML/FT/PF or regulatory)
after the activity has occurred.

v' The standard 5-year retention requirement does not apply where a disclosure has

been made to the FIU or there is an investigation, enquiry or information request
under way with a competent authority.

v' Record retention requirements continue to apply after a licence ceases.
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5.3 Format and Retrieval of Records (Paragraph 18)

The FATF Requirement

FATF Recommendation 11 states that businesses should be able to comply swiftly with requests
from competent authorities who require their data.

The Code 2019
18 Format and retrieval of records

(1) To avoid doubt the obligations of this paragraph continue to apply after a person
ceases to be an operator. In the case of any records that are required to be
established and maintained by this Code—

(@) if the records are in the form of hard copies kept on the Island, the
operator must ensure that they are capable of retrieval without undue
delay;

(b)  if the records are in the form of hard copies kept outside the Island, the
operator must ensure that the copies can be sent to the Island and made
available within 7 days; and

(©) if the records are not in the form of hard copies (such as copies kept on a
computer system), the operator must ensure that they are readily
accessible in or from the Island and that they are capable of retrieval
without undue delay.

(2) An operator may rely on the records of a third party in respect of the details of
transactions, if satisfied that the third party will—
(@)  produce copies of the records on request; and

(b)  notify the operator if the third party is no longer able to produce copies of
the records on request.

GSC Guidance and Policy

What? This paragraph sets out the requirement for how quickly an operator must be able to
retrieve AML/CFT/CPF records (as described in 5.1 Record keeping (Paragraph 16)). It also
includes requirements for records kept by third parties. It clarifies that all requirements
continue to apply to former operators (in accordance with the timeframes detailed in 5.2.
Record retention (Paragraph 17).

Why? 1t is important that operators are able to quickly access records for both their own
processes (e.g. investigation of unusual activity) and to satisfy requests for information from a
competent authority (e.g. the GSC or FIU). An operator’s AML/CFT/CPF records could play a
key part in a criminal investigation and, as a regulated sector, it is expected that operators
swiftly comply with such requests.

When? Where records are held electronically or in hard copy on-Island, the records must be
retrievable without “undue delay”. For hard copies off-Island, the requirement is seven days.

Who? 1t should be noted that these requirements apply to all operators (current and former)
including land-based operators that may have a large amount of paper records.

The GSC expects all policies and procedures for record keeping, including retrieval, to be
approved by the operator's DPO to ensure compliance with GDPR as well as the Code.
Consideration should also be given to how non-routine requests are dealt with; who is
responsible for checking the legal basis of requests and how? How will this impact on the
timeliness of the response?
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Operators should take care to ensure that records are filed in such a way that they can be
easily identified as this will help speed the retrieval process.

The GSC considers it reasonable for the time period to start either from the time request was
sent to the operator or the time it was received by the operator if the request was sent outside
of the operator’s normal business hours.

“ Who can ask for our AML/CFT/CPF records?

The most common source of information requests will be the GSC. The GSC has
provisions under the gambling acts and the Gambling (AML/CFT) Act for compelling the
production of information. Typically, the GSC will request information as part of its
routine ongoing supervision of the entity however there may be occasions where the
GSC is cooperating with domestic and foreign competent authorities in accordance with
its own information sharing powers. The GSC will not be offended if an operator asks
us to explain why we are requesting information, for what purpose or under what
legislation.

Please see 5.5 Registers of money laundering and financing of terrorism enquiries
(Paragraph 20) for how to handle enquiries from other agencies.

< What does “without undue delay” mean?

Hard copy documents held off-Island must be retrievable within 7 days so it is
reasonable to assume that hard copies held on-Island or electronic records should be
retrievable in a shorter than 7 day period.

The GSC expects operators to be able to respond within 3 days to requests that do not
require extensive system searches or very large volumes of records.

< What if I'm unable to meet the deadlines?

In some cases, authorities may request a significant volume of records making it
difficult to comply with the request without undue delay/seven day timeframe. In such
cases, the operators should advise the requester of any issues at the earliest possible
opportunity. Consideration could also be given to supply any more urgent/essential
items prior to the rest or agreeing with the requester that hard copy documents could
be scanned and provided electronically.

X3

%

How can former operators comply?

The requirement to retain records (see 5.2. Record retention (Paragraph 17)) and the
requirement to be able to retrieve those records within the without undue delay/seven
day timeframe also applies to former operators.

When arrangements are made to store the records of a former operator this must also
include consideration of who will be able to retrieve the documents and how.

The GSC will ask for a named contact to be provided. The GSC does not assume
responsibility for holding the records that belong to former operators.

Where competent authorities have sought copies or originals on an intelligence or
evidential basis, enquiries should be made with those agencies at the end of the
retention period to establish their view on further retention.
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< What 3™ parties can hold transaction data and what controls must be in
place?

The second part of this paragraph relates only to operators that have some transaction
records held by a third party. All transaction data would usually be held by the operator
rather than, or as well as, by a third party however there may be instances where a
payment service provider holds some information that the operator does not.

The Code requires that the operator be satisfied that the third party will be able to
produce records on request (and this should be within the without undue delay/seven
day timeframe) and that they will notify the operator should that change.
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5.4 Registers of Disclosures (Paragraph 19)

The FATF Requirement

N/A — there is no specific FATF requirement for registers.

The Code 2019
19 Registers of disclosures
(1)  An operator must establish and maintain separate registers of—
(@) all internal disclosures;
(b)  all external disclosures; and
(c) any other disclosures to the Financial Intelligence Unit.

(2)  The registers must include details of—
(@) the date on which the disclosure is made;
(b)  the person who made the disclosure;
(c)  forinternal disclosures, whether it is made to the MLRO or deputy MLRO;

(d) for external disclosures, the reference number supplied by the Financial
Intelligence Unit; and

(e) information sufficient to identify any relevant papers or records.
(3) The registers of disclosures required by sub-paragraph (1) may be contained in a
single document if the details required to be included in those registers can be

presented separately for each type of disclosure on request by a competent
authority.

GSC Guidance and Policy

What? This paragraph sets out the requirements to maintain registers of disclosures made to
the MLRO (or Deputy) and disclosures made to the FIU.

Why? Keeping records of disclosures evidences compliance with the suspicious activity
reporting requirements of the AML Code, POCA and ATCA. Registers will also provide the MLRO
and AML/CFT Compliance Officer with useful information for trend analysis.

When? Registers should be kept up to date at all times. Entries should be added to the
register as soon as a disclosure is made/received with further detail added as the matter
progresses.

Who? The GSC expects access to registers to be restricted to small number of staff who
require access due to their role in the reporting process. The MLRO should be responsible for
ensuring that the register is properly maintained. Access should be restricted due to the
sensitive nature of the information.

How? The requirement for three separate registers can be met by either using entirely
separate documents, separate tabs or including ability to filter records depending of the type
of disclosure.

The three categories that must be filter-able are:
e Internal disclosure - any type of internal disclosure made to the MLRO (or deputy);
e External disclosure - ML/FT/PF disclosures made to the FIU; and
e Any other disclosure made to the FIU - this means sanctions reporting or reports of any
intelligence under Section 24 of the FIU Act.
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The minimum data to be recorded is listed as date report made, who by/to, any FIU reference
and information (e.g. file path or internal reference) used to find the related records.

The GSC recommends that further information is included to assist with trend analysis -
e Action taken regarding any internal disclosures;
e Time elapsed between the internal disclosure being made and decision taken; and

e Brief reason for suspicion (Re. external disclosures) or rationale for report (other
disclosures). Ideally, this would be from a standardised list in order to facilitate easy
analysis.

Key Messages

Retrieval of Records and Registers of Disclosures - Key Messages

Keeping records of disclosures evidences compliance with the suspicious activity
reporting requirements of the AML Code, POCA and ATCA.

Registers will also provide the MLRO and AML/CFT Compliance Officer with useful
information for trend analysis.

Registers should be kept up to date at all times.

The requirement for three separate registers can be met by either using entirely
separate documents, separate tabs or including ability to filter records depending
on the type of disclosure.
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5.5 Registers of Money Laundering and Financing of Terrorism
Enquiries (Paragraph 20)

The FATF Requirement

N/A — there is no specific FATF requirement for registers.

The Code 2019
20 Register of money laundering and financing of terrorism enquiries

(1)  Anoperator must establish and maintain a register of all ML/FT enquiries received
by it from competent authorities.

(2)  The register must be kept separate from other records and include—
(@)  the date of the enquiry;
(b)  the nature of the enquiry;
(c)  the name and agency of the enquiring officer;
(d) the powers being exercised; and
(e) details of the accounts or transactions involved.

GSC Guidance and Policy

What? This paragraph sets out the requirements to maintain registers of ML/FT/PF
enquiries made to the operator. The GSC would not expect routine sports betting integrity
enquiries to be treated as AML/CFT/CPF enquiries.

Why? Operators may hold valuable information and records that could assist authorities in
their investigations. Keeping records of enquiries evidences that the operator cooperates with
competent authorities. By properly recording the source of the enquiry and the legal powers
being exercised it also demonstrates that the operator considered whether the requester has
the proper authority to request and that they are able to respond without breaching any data
protection or confidentiality rules. Further, this log will provide the MLRO with useful information
for trend/risk analysis and could prompt further scrutiny of the customer/activity in question.

When? Registers should be kept up to date at all times. Entries should be added to the
register as soon as a request is received with further detail added as the matter progresses.

Who? Competent authorities (the requester) is a defined term in the Code and means Island’s
authorities concerned with AML/CFT/CPF including the GSC, IOMFSA, DHA, Constabulary, FIU,
Attorney General’s Chambers (AGC), Customs and Immigration and Income Tax.

The requirement to maintain the register applies to the operator however, the GSC would
expect the MLRO to “own” the register with access provided to the AML/CFT Compliance
Officer.

Access should be restricted due to the sensitive nature of the information.
How?
% Timeframes for responding

It is important that operators respond to requests in a timely manner as the enquiry
could be time-critical. There may also be a legal requirement to respond within a certain
timeframe.

If further information is required from the requester such as the legal basis for their
enquiry, then this should be sought as soon as possible. Equally if the response will
take some time to complete the requester should be advised at the earliest opportunity.
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Checking the requester’s credentials and legal basis for enquiry

Authorities, particularly those that are not IOM authorities may lack the necessary
authority to request data or the operator may lack the disclosure provisions to enable
them to respond despite their willingness to cooperate.

It is reasonable for an operator to seek clarification from the requester on their role
and the legislation under which the information is sought. If operators are uncertain
they could seek legal advice but this could cause delay. Alternatively, they could ask
that the requester submit their request via the Island’s central intelligence hub, the
FIU.

If the operator does not hold the requested information, it would be helpful to advise
the requester of this rather than waste time and effort seeking the information through
the proper channels only to later find that the information does not exist.

Tipping off

An operator must not disclose to the subject of the request (i.e. the customer) that an
enquiry has been made. The only exception to this would be where the requestor has
provided explicit consent to the operator to do so.

Further to tipping off provisions there may be additional restrictions on sharing the
data. The request should be read very carefully before being discussed with any
colleagues or group entities.

Should an enquiry prompt a suspicious activity report?

An ML/FT/PF enquiry made to an operator should prompt a review of the customer or
activity in question to determine whether there may be any unusual or suspicious
activity or whether the risk assessment or customer due diligence should be refreshed.

Reports should not be made to the FIU because of an ML/FT/PF enquiry on an
automatic or ‘covering’ basis. Disclosures to the FIU must be considered on the merits
of the operator’s review of the customer or activity.
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Key Messages

Registers of ML/FT Enquiries - Key Messages

Operators may hold valuable information and records that could assist authorities
in their investigations. Keeping records of enquiries evidences that the operator
cooperates with competent authorities.

Registers should be kept up to date at all times.

Competent authorities (the requester) is a defined term in the Code and means
Island’s authorities concerned with AML/CFT/CPF including the GSC, FSA, DHA,
Constabulary, FIU, AGC, Customs and Immigration and Income Tax Division.

It is important that operators respond to requests in a timely manner as the enquiry
could be time critical.

It is reasonable for an operator to seek clarification from the requester on their
role and the legislation under which the information is sought.

An operator must not disclose to the subject of the request (i.e. the customer) that
an enquiry has been made.

An ML/FT/PF enquiry made to an operator should prompt a review of the customer
or activity in question to determine whether there may be any unusual or suspicious
activity or whether the risk assessment or CDD should be refreshed.
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5.6 Money Laundering Reporting Officer (Paragraph 21)

The FATF Requirement
N/A — there is no specific FATF requirement to appoint an MLRO.

The Code 2019
21 Money Laundering Reporting Officer

(1)  An operator must appoint a Money Laundering Reporting Officer (*"MLRQO") to
exercise the functions conferred by paragraphs 22 (reporting procedures) and 24
(external disclosures).

(2)  An MLRO must—

(@)  be sufficiently senior in the organisation of the operator or have sufficient
expertise and authority;

(b)  have a right of direct access to the officers of the operator; and

(c) have sufficient time and resources to properly discharge the
responsibilities of the position.

(3)  Anoperator may appoint a Deputy Money Laundering Reporting Officer (“Deputy
MLRO") in order to exercise the functions specified in paragraphs 22 (reporting
procedures) and 24 (external disclosures) in the MLRO’s absence.

GSC Guidance and Policy

What? This paragraph sets out the requirement for all operators to appoint an MLRO and
their duties and responsibilities. This Code role of MLRO has the same meaning as “nominated
officer” in POCA and ATCA.

It should be noted that the role of MLRO is separate to the role of AML/CFT Compliance Officer
however in some cases both roles may be performed by the same individual.

The MLRO is responsible for the SAR reporting process and handling of SARs whereas the
AML/CFT Compliance Officer is responsible for ensuring that all Code requirements are
complied with, tested and reported on to senior management.

The Code allows a Deputy to be appointed and the GSC encourages all operators to do so to
ensure that there is adequate cover to promptly deal with SARs when the MLRO is unavailable.

Why? A SAR reporting framework is one of the key components of AML/CFT/CPF. The role
can be a complex one requiring sound technical understanding of the Code reporting
requirements and of key parts of POCA and ATCA, including the different types of disclosures
and “consent”.

It is essential that the person performing the reporting role is a competent, professional and
ethical person (a person that would not view business profits as more important than proper
handling of suspicious activity).

When? All operators must have an MLRO appointed even if not currently trading.

Who? A change of MLRO must be notified to the GSC as entry controls apply. An MLRO does
not need to hold a professional AML/CFT qualification but does need to meet the requirements
described below.
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How?
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MLRO role holder

The Code provides three requirements for MLRO role holders —

1 - Seniority, expertise and authority

The Code states that the MLRO must have sufficient seniority and authority. The GSC
expects an MLRO to be a managerial post that carries influence but a director need not
hold it.

The GSC will expect an MLRO to be able to demonstrate expertise and competency and
be able to describe in detail -

o Applicable suspicious activity reporting requirements;
o Gambling typologies and risk factors;
o The business model and customer base;
o All aspects of AML/CFT/CPF processes in the organisation;
o Broad patterns or trends, including:
= the approximate ratio of high-risk to low risk players;
= the approximate volume of internal and external disclosures;
= the conversion rate of internal SARs to external SARs;
= the reasons for any apparent under- or over-reporting by staff;
= the risk factors that are proving useful in the risk-rating process.

It is strongly recommended by the GSC that MLROs be in possession of clear job
descriptions and that those job descriptions mandate all of the reporting requirements
specified in this guidance.

2 - Direct access to officers of the operator

The MLRO must be able to liaise directly with the board and senior management of the
operator. It is imperative that the advice of the MLRO is taken on board regarding the
handling of suspected proceeds of crime.

The GSC would also expect the MLRO to provide regular reports to the board regarding
AML/CFT/CPF trends and typologies so that the business can feed this into its risk-
based policies, procedures and staff training.

3 - Sufficient time and resource

The MLRO must have sufficient time and resource to properly discharge their
responsibilities (see 5.7 Reporting procedures, Internal disclosures and External
disclosures (Paragraph 22, 23, 24)) for details of the MLRO's responsibilities).

“Resource” includes access to the appropriate systems and records (including the
Themis FIU reporting system) and to staff to assist with systems and product expertise
as may be required.

An MLRO should be able to demonstrate that they have sufficient time and resource
through-

o Staying abreast of AML/CFT/CPF trends and typologies;

V1.4 — November 2026



114

R/
0.0

R/
0.0

o No backlogs or delays in handling suspicious activity reports or enquiries;
o Making good quality and timely external disclosures;
o Regular reports on SARs (trends, volumes) to the board; and

o Participation in AML/CFT/CPF consultations and events such as the AML Forum.

Group/Head Office MLROs

o Some operators may have group/head office MLROs that carry out the role
across a number of jurisdictions.

o This approach is permissible however the MLRO must be able to demonstrate
understanding of IOM requirements and that they have sufficient time and
resource to carry out the role effectively.

Deputy MLRO

The Code states that the operator may appoint a deputy but it does not require one to
be appointed. Except for very small or new operators, the GSC would expect a deputy
to be appointed and advised to the GSC so that any entry controls may be satisfied.

Operators should put in place measures to deal with short or longer-term absence of
the MLRO and deputy (where appointed) so that the suspicious activity reporting
function may continue uninterrupted.

Conflicts of interest

The MLRO should be independent from the enterprise functions of the company (i.e.
those roles and departments charged with generating money, managing player
accounts (particularly VIP accounts), managing finance, marketing to players and so
forth). When suspicion needs to be investigated, it is vital that the MLRO does not have
a conflict of interests.

For this reason, care should be taken to ensure that (wherever possible) the MLRO
does not hold a joint role that has a responsibility to AML/CFT/CPF and an enterprise
function. If the MLRO reports to a senior figure (such as a director) then it should not
be to a person with responsibility to profit rather than compliance.

It is understood that this may not be possible for smaller operations however best
efforts should be made.

Large AML/CFT/CPF teams with multiple Themis reporters

For larger operators the MLRO may be supported by a team of staff members each
with the ability to submit disclosures to the FIU using the Themis reporting system. As
the Code requires the MLRO or DMLRO to assess internal disclosures and make external
disclosures, the work of the reporting team must be closely supervised by the MLRO or
their Deputy and they remain responsible for the reporting function.

Note: all Themis users will be able to see details of all external disclosures so this will
need to be carefully managed, particularly where there may be sensitivities such as a
Themis user being connected to the subject of a report.
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Key Messages

Money Laundering Reporting Officer - Key Messages

The role of MLRO is separate to the role of AML/CFT Compliance Officer however
in some cases both roles may be performed by the same individual.

The Code allows a Deputy to be appointed and the GSC encourages all operators
to do so.

The three Code requirements for MLRO role holders are:
o Seniority, expertise and authority;
o Direct access to officers of the operator;

o Sufficient time and resource.

The MLRO should be independent from the enterprise functions of the company.
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5.7 Reporting Procedures, Internal Disclosures and External
Disclosures (Paragraph 22, 23, 24)

The FATF Requirement

FATF Recommendation 20 states that businesses should be required to promptly report
suspicions to the FIU.

The 2019 Code

22 Reporting procedures

An operator must establish, record, maintain and operate reporting procedures
and controls that—

(a)

(b)
(c)

(d)
(e)

()

(9)

enable its officers, all other persons involved in its management, and all
appropriate employees and workers to know to whom they should report
any suspicious activity;

ensure that there is a clear reporting chain to the MLRO;

require an internal disclosure to be made to the MLRO if any information
or other matters that come to the attention of the person handling that
business are, in that person’s opinion, suspicious activity;

ensure that the MLRO has full access to any other information that may
be of assistance and that is available to the operator;

require the MLRO to consider internal disclosures in the light of all other
relevant information available to the MLRO for the purpose of determining
whether the activity is, in the MLRQO'’s opinion, suspicious activity;

enable the information to be provided as soon as is practicable to the
Financial Intelligence Unit if the MLRO knows or suspects, or has
reasonable grounds to suspect, that the activity is ML/FT; and

ensure the registers as required by paragraphs 19 (registers of
disclosures) and 20 (register of money laundering and financing of
terrorism enquiries) are maintained and completed in accordance with
those paragraphs.

23 Internal disclosures

Where an operator identifies any suspicious activity in the course of an ongoing customer
relationship or in relation to an occasional transaction, the operator must—

@)

(b)

conduct enhanced customer due diligence in accordance with paragraph
14 (enhanced customer due diligence) unless the operator reasonably
believes conducting enhanced customer due diligence will tip-off the
customer; and

make an internal disclosure.

24 External disclosures

(1) Where an internal disclosure has been made, the MLRO must assess the
information contained within the disclosure to determine whether there are
reasonable grounds for knowing or suspecting that the activity is related to ML/FT.

(2) The MLRO must make an external disclosure in accordance with the reporting
procedures and controls established under paragraph 24 (external disclosures) as
soon as practicable to the Financial Intelligence Unit if the MLRO—
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(@)  knows or suspects; or
(b)  has reasonable grounds for knowing or suspecting,

that the activity is related to ML/FT.

(3) If the MLRO is of the view that there are not reasonable grounds for knowing or
suspecting that the activity is related to ML/FT, but the MLRO believes that it
would assist the Financial Intelligence Unit in the exercise of any of its functions,
the MLRO may make a disclosure to the Financial Intelligence Unit under section
24 of the Financial Intelligence Unit Act 2016.

(4)  Adisclosure under subparagraph (3) does not breach—
(@) any obligation of confidence owed by the MLRO; or
(b) any other restriction on the disclosure of information (however imposed).

GSC Guidance and Policy

What? These paragraphs of the Code set out the requirements for procedures and controls
for the reporting of suspicions both internally (to the MLRO) and externally (to the FIU). It also
provides protections from data confidentiality where the reports are made in accordance with
the Code.

Procedures and controls - must be established by all operators ready for go-live;

Training and awareness - must be done for all new staff, at least annually and in the event of
any changes to procedures and controls; and

Report suspicions - as soon as practicable.

Who? Procedures and controls should be established and approved by both the MLRO and
the AML/CFT Compliance Officer.

The requirement for training and awareness applies to all officers and appropriate employees
and workers (this includes contractors and those employed via service companies). Very few
staff (e.g. those with very limited IT development roles) would not be considered as appropriate
for AML/CFT/CPF training.

Best Practice

Some operators may establish procedures that require reports other than ML/FT/PF
suspicions to be sent to the MLRO such as-

o T&C breaches
o Bonus abuse
o Professional gambling

This is acceptable provided that they are not incorrectly counted in statistics or create
backlogs or delays in dealing with ML/FT/PF reports.

How?
% Procedures
The Code provides clear detail on what must be included in reporting procedures -

o Advise all staff how to report suspicions. This should be done for new starters
and as part of their periodic training (see 6.3 Staff training (Paragraph 27));
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o Establish a clear reporting chain to MLRO (see below);

o Require staff to report suspicions to MLRO (see below);
o Provide the MLRO with access and systems needed to investigate;

o Require MLRO to consider and report if suspicious or reasonable grounds to
suspect (see below);

o Enable to reports to be made as soon as practicable (see below);

o Ensure the registers are updated (see 5.4 Registers of disclosures (Paragraph

19))

% Clear reporting chain

Reporting lines should be as short as possible with the minimum number of people
between the person with suspicion and the MLRO. This ensures speed, confidentiality
and accessibility to the MLRO.

All disclosure reports must reach the MLRO without any undue delay. Under no
circumstances should reports of suspected ML/FT/PF be filtered out by supervisors or
managers such that they do not reach the MLRO.

Staff members should be made to feel comfortable in raising suspicions without fear of
criticism or judgement from their superiors.

EDD & internal disclosures

The Code requires that, where there is a ML/FT/PF suspicion, EDD be conducted. The
reason for this is that the extra information (SOW, verification of identity, asking for
rationale regarding a certain transaction, etc.) may support the suspicion or remove it
and provide useful information for the authorities.

The conducting of EDD should not cause a delay to making the report to the MLRO. If
there is grounds for suspicion without the EDD being completed, a disclosure should
be made and then later updated when the EDD is completed.

If the staff member reasonably believes that conducting EDD would tip off the customer
then this requirement may be waived. This should be noted and included in the report
made to the MLRO who can provide guidance on how best to proceed.

All suspicions reported to the MLRO must be documented (in urgent cases this may
follow an initial discussion face-to-face or by telephone). The report must include the
details of the customer, relevant transactions and explanation of the reason for
suspicion.

Operators should consider whether internal disclosure procedures sufficiently cover the
reporting of suspicion in relation to ML, FT or PF, but also potential sanctions matches,
known or attempted sanctions breaches and asset freezes in relation to sanction
designations.

MLRO investigations & reporting “as soon as practicable”

The Code does not specify an absolute time limit before a disclosure is made. The
timing of a disclosure is a subjective decision made by the MLRO or other person making
the report (see 5.6 Money Laundering Reporting Officer (Paragraph 21) for guidance
on multiple Themis users).

Where a matter is complex, significant amounts of work may be required before a full
report can be submitted. Where offending appears serious, TF or organised crime
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related, an initial disclosure outlining the concerns and subjects should be made with
notes to explain that work is ongoing to further enhance the report. Inclusion of an
estimated timescale for completing the work would be helpful.

The GSC offers the following guidance on what it considers to be, or to not be, ‘as soon
as practicable’ —

As soon as practicable:

Further information is being gathered to assist the FIU to identify a person
or the whereabouts of the criminal property;

The circumstances of suspicion are being investigated to determine
whether they constitute grounds for a disclosure;

The operator has received specific directions from the FIU which must be
processed before the disclosure is submitted;

Holidays and non-work days prevent the disclosure from being made;

Ongoing discussions with the FIU are determining the format of the
disclosure;

Ongoing discussions with the FIU are determining whether a disclosure is
justified;

The organisation is experiencing a disaster and systems are temporarily
unavailable to the MLRO and deputies;

The MLRO and deputies are unavailable under extraordinary and
unexpected circumstances;

A large number of cases where suspicious transactions may need to be
processed has unexpectedly occurred and the operator’s systems are
gearing up to handle them (the GSC would expect a dialogue between the
operator and the FIU in this instance);

Legal advice is being sought on the correct procedure for complying with
the AML/CFT/CPF requirements;

The FIU are unavailable to receive the disclosure.

NOT as soon as practicable:

MLRO unavailable and no deputy appointed;

No MLRO or deputy available (for example, both persons on annual leave);
Confusion exists over the reporting requirements;

An investigation into whether a report should be made has stalled;

Workload is preventing reports from being made quickly enough and the
operator is chronically understaffed;

All reports must be done manually and there is insufficient resource;

Internal sign-off by management is blocking reporting (note that operators
should ensure that MLROs are able to report directly to the FIU without
interference from management);

The MLRO has multiple duties and other work is preventing access to the
MLRO workload;
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= Preferred channel (say internet or electronic submission) not available and
preference to not report manually until preferred channel becomes available
again.

Dual Reporting

Where activity relates to activity or customers outside of the Island, there may also be a
requirement to report to their local FIU. This is known as dual reporting.

The designated reporting platform for reporting to the FIU is ‘Themis’. The platform can be
accessed at the following link: https://disclosures.gov.im.

All operators must have at least one staff member (the MLRO) registered on Themis in the
name of the operator at all times. This is to avoid delay in reporting due to the need to set up
an account. Further, Themis is used by the FIU as a messaging system and repository for
guidance and other useful information.

THEMIS is the single point of contact for Operators in relation to:-
e Reporting under the Proceeds of Crime or Terrorism Legislation;
e Reporting under Section 24 of the FIU Act;
e Reporting Sanction Breaches.

A THEMIS user guide is available via the FIU's website®.

< What to do (or not to do!) after making a disclosure

The MLRO should acknowledge receipt of an internal disclosure and, at the same time,
provide a reminder of the obligation to do nothing that might prejudice enquiries i.e.
tipping off the customer or any other third party.

Where funds are suspected to be the proceeds of crime (i.e. an authorised disclosure
should be made) the operator commits a criminal offence if funds are converted,
transferred, etc. without the necessary approvals (known as “consent”) from the FIU
(or an ATCA offence where funds are suspected to be intended for terrorist use). Please
see the FIU Consent Request Frequently Asked Questions document®® for further
details.

% Knowledge, suspicion, reasonable grounds

The threshold that must be made in order to make an external disclosure re ML/FT/PF

is that there must be “knowledge”, “suspicion” or “reasonable grounds” to suspect
ML/FT/PF.

First, the MLRO must be aware of what the ML/FT/PF offences are under Manx law.
There is no requirement to identify the underlying proceeds generating offence(s) that
may have occurred. Please see "POCA & ATCA” for further detail regarding the ML/FT
offences.

The MLRO should also be aware of reporting obligations under financial sanctions
legislation. These obligations are in addition to, and do not replace reporting obligations
under POCA, ATCA and the FIU Act. Sanctions reporting obligations may arise as a
result of a confirmed sanctions match or a suspected or attempted breach of financial
sanctions, even where there may not be a separate suspicion of ML, FT or PF.

38 https: //www.fiu.im/themis-guide/
39 https: //www.fiu.im/media/ 1254/isle-of-man-fiu-consent-faqg-january-2026.pdf
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Then the MLRO must determine, whether there is -
o “Knowledge”

Knowledge of money laundering means that actual knowledge of money
laundering is possessed.

o “Suspicion”

Suspicion is a subjective test that a person applies. It is defined in case law
as something more than a fanciful possibility and where facts exist — it is more
than just a vague feeling of unease. The law does not require the suspicion to
be ‘clear’, ‘firmly grounded on targeted or specific facts’ or ‘based on
reasonable grounds.’ However, it is important that concerns be justified by the
existence of facts even if those facts do not prove that ML/FT/PF is occurring.
Typically, suspicion will arise when something unusual is noticed and when a
subsequent investigation continues to produce unusual or contradictory facts.

MLROs should carefully document their evidence when considering whether to
make a disclosure. In this way, if such a disclosure is not made, it is easy for
the MLRO to evidence the logic behind the decision.

o “Reasonable grounds to know or suspect”

Reasonable grounds for knowledge or suspicion of ML are facts, which, if
presented to a reasonable person, would suggest that ML could be occurring.

Therefore, an MLRO should ask themselves both “am I suspicious” and “would
a reasonable person be suspicious”.

Where this threshold test is not met but the MLRO still feels that they may have some
intelligence that could be of use to the FIU, the MLRO can still make a report under
section 24 of the FIU Act, which is also protected from data confidentiality rules. The
Themis reporting system presents the MLRO with the option to select whether the
report is under POCA, ATCA, the FIU Act or sanctions.

Financial Sanctions Reporting

Financial sanctions reporting differs from ML/FT/PF reporting. Sanctions Reports to
the FIU are required where:

e Assets have been frozen in line with an Isle of Man, UK or UN sanctions
designation;

e A sanctions breach is known or suspected;

¢ An attempted transaction relating to a sanctioned person or entity has been
identified.

S.24 FIU Act reports may be utilised for other types of sanction (e.g. OFAC).

Operators should ensure that appropriate procedures exist for identifying, escalating
and reporting sanctions-related concerns or suspicions and that relevant staff
understand the reporting requirements applicable under sanctions legislation.

For further information on sanctions reporting, please see the FIU Sanctions Reporting
Guidance and the Financial Sanctions website.
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Key Messages

Reporting Procedures, Internal and External Disclosures - Key Messages

v" Procedures and controls should be established and approved by both the MLRO
and the AML/CFT Compliance Officer.

v" Reporting procedures must include:
Procedures;
Clear reporting chain;
EDD & internal disclosures;
MLRO investigations & reporting “as soon as practicable”.
The MLRO must be aware of what the ML/FT/PF offences are under Manx law.

The threshold that must be met in order to make an external disclosure re
ML/FT/PF is that there must be “knowledge”, “suspicion” or “reasonable grounds”
to suspect ML/FT/PF.
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5.8 ML/TF/PF/S.24 Matters to Report to FIU

Activity Type Reportable to
the FIU?

Money laundering v Yes - must report to FIU under POCA
Terrorist financing v Yes - must report to FIU under ATCA
Breaches of IOM/UN/UK v Yes - must report to FIU under IOM/UK/UN
financial sanctions Sanction Breach (or Attempted Breach)
Reports of frozen assets should be made
under Sanctions — Frozen Assets option

Proliferation of WMD v Yes - must report to FIU under TOCFRA
Breaches of other types of ) ¢ No requirement to report under TOCFRA but
financial sanctions e.g. can report under S.24 FIU Act
OFAC
Fraud or other financial X No - Economic Crime Unit (local victims or
crime suspected criminals) or UK'’s Action Fraud
Non-financial crimes e.g. ) ¢ No - please report to local police
property theft, drugs
Something that is not v Non mandatory reports made under S.24 FIU
ML/FT/PF suspicious but Act
might assist the FIU with -
% Info about financial

crime
% Prevention and

detection of crime
% Cooperation with law

enforcement
% Reducing crime

It is important to remember that there is no de-minimis or threshold for reporting.
ML/FT/PF/sanction of any value must be reported.

The FIU have published guidance and good practice documents for the submission of SARs*,

40 https://www.fiu.im/guidance-documents/
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Part 6: Staffing, Training and Monitoring Compliance

6.1 Monitoring and Testing Compliance (Paragraph 25)

The FATF Requirement

FATF Recommendation 18 requires businesses to implement AML/CFT programmes. The
Interpretative notes state that this should include an independent audit function to test the
system and the appointment of a compliance officer at a managerial level.

The Code 2019

25 Monitoring and testing compliance

(1)  Anoperator must establish, record, maintain and operate appropriate procedures
and controls for monitoring and testing compliance with the AML/CFT legislation,
so as to ensure that—

(a)

(b)
(c)

the operator has robust and documented arrangements for managing the
risks identified by the business risk assessment conducted in accordance
with paragraph 6 (business risk assessment);

the operational performance of those arrangements is suitably monitored;
and

prompt action is taken to remedy any deficiencies in arrangements.

(2) A report to the senior management of the operator must be submitted, at least
annually, describing—

(a)
(b)
(c)
(d)

the operator’s AML/CFT environment including any developments in
relation to AML/CFT legislation;

progress on internal developments in relation to the operator’s policies,
procedures and controls for AML/CFT;

any activities relating to compliance with this Code that have been
undertaken by the operator during the period covered by the report; and

the results of any testing undertaken in sub-paragraph (1).

(3)  An operator must ensure there is a suitable person (the “AML/CFT Compliance
Officer”) to exercise the functions specified in this paragraph.

(4) To be effective in the exercise of their functions the suitable person (the “AML/CFT
Compliance Officer”) must—

@)

(b)
(©)

be sufficiently senior in the organisation of the operator or have sufficient
experience or authority;

have a right of direct access to the officers of the operator; and

have sufficient time and resources to properly discharge the
responsibilities of the position.
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GSC Guidance and Policy

What? This paragraph requires operators to appoint a suitable person to be the AML/CFT
Compliance Officer and lists their responsibilities; implementation of risk-based AML/CFT/CPF
procedures in line with AML/CFT Code, monitor performance, address issues and report to the
board of the operator.

Why? The role of the AML/CFT Compliance Officer is different to the role of the MLRO. The
MLRO is responsible for suspicious activity reporting whereas the AML/CFT Compliance Officer
is responsible for all AML/CFT/CPF procedures and controls.

When? All operators must have an AML/CFT Compliance Officer appointed even if not
currently trading.

Who? Changes to the AML/CFT Compliance Officer must be notified to the GSC as entry
controls apply. An AML/CFT Compliance Officer does not need to hold a professional
AML/CFT/CPF qualification but does need to meet the requirements described below.

How? Appointment of the AML/CFT Officer; like the MLRO role, the Code mandates three
requirements for the AML/CFT Compliance Officer -

< Appointment of the AML/CFT Officer
1 - Seniority, expertise and authority

The Code states that the AML/CFT Compliance Officer must have sufficient seniority
and authority. The GSC expects an AML/CFT Compliance Officer to be a managerial
post that carries influence but a director need not hold it.

The GSC will expect an AML/CFT Compliance Officer to be able to demonstrate
expertise and competency and be able to describe in detail -

o Applicable AML/CFT/CPF requirements;

o Gambling typologies and risk factors;

o The business model and customer base;

o The findings of the BRA;

o The operator’s AML/CFT/CPF policies, procedures and systems;
o The programmes to test those policies, procedures and systems;

o Any shortcomings, including GSC report findings, of those policies procedures
and systems;

o Plans to remediate any shortcomings.
2 - Direct access to officers of the operator

The AML/CFT Compliance Officer must be able to liaise directly with the board
and senior management of the operator. It is imperative that the advice of the
AML/CFT Compliance Officer is taken on board regarding AML/CFT/CPF policies,
procedures and systems.

The GSC would also expect the MLRO to provide regular reports to the board
regarding AML/CFT/CPF trends and typologies so that the business can feed
this into its risk-based policies, procedures and staff training.

3 - Sufficient time and resource

The AML/CFT Compliance Officer must have sufficient time and resource to properly
discharge their responsibilities for implementing and testing AML/CFT/CPF
procedures and controls and reporting to the board.
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“Resource” includes access to the appropriate systems and records and to staff in
order to assess how well procedures and controls are working.

An AML/CFT Compliance Officer should be able to demonstrate that they have
sufficient time and resource through

o Staying abreast of AML/CFT/CPF trends and typologies;

o Demonstrating up-to-date and detailed understanding of AML/CFT/CPF
requirements and the operator’s own procedures and controls, including any
short comings and plans for remediation;

o Regular (at least annually) AML/CFT reports to the board;

o Participation in AML/CFT/CPF consultations and events such as the AML
Forum.

Unlike with the MLRO role, the Code does not refer to a Deputy role holder.

The GSC does not expect or require a Deputy to be formally appointed but does expect the
operator to arrange cover in the event of the AML/CFT Compliance Officer being out of office.
This includes having someone in the organisation able to deal with regulatory queries,
compliance visits, remediation plans, etc.

K/
0‘0

X3

%

Conflicts of interest

The AML/CFT Compliance Officer should be independent from the enterprise
functions of the company (i.e. those roles and departments charged with
generating money, managing player accounts (particularly VIP accounts),
managing finance, marketing to players and so forth). When decisions need to
be made around risk appetite and AML/CFT/CPF procedures and controls, it is
vital that the AML/CFT Compliance Officer does not have a conflict of interest.

For this reason, care should be taken to ensure that (wherever possible) the
AML/CFT Compliance Officer does not hold a joint role that has a responsibility to
AML/CFT/CPF and an enterprise function. If the AML/CFT Compliance Officer reports
to a senior figure (such as a director) then it should not be to a person with
responsibility to profit rather than compliance.

It is understood that this may not be possible for smaller operators however best
efforts should be made.

AML/CFT/CPF procedures and testing

The AML/CFT Compliance Officer is responsible for ensuring that the operator has
procedures and controls to monitor the AML/CFT/CPF function; to test that the
AML/CFT/CPF procedures and controls are compliant with the law and are
effective.

Please see 2.1 Procedures and controls (Paragraph 4) for detail on how to establish,
record, maintain and operate procedures and controls in line with the operator’s risk
appetite.

The testing of AML/CFT/CPF procedures and controls must be suitably monitored
and comprises two components - technical compliance and effectiveness.

Technical Compliance

This element of testing checks that procedures, policy and training are in line
with current AML/CFT/CPF requirements (i.e. the Code, POCA, ATCA) and the
operator’s BRA.
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The GSC expects this to be done at least annually and soon after any changes
to the AML/CFT/CPF requirements.

Effectiveness

This element of testing checks how closely the procedures, policy and
training are followed and how well they work in practice. It should include

= Spot checks to ensure that staff members know where to find procedures
and other reference materials and that they understand their contents;
and

= Sample checking of AML/CFT/CPF work including CRAs, due
diligence, SOW and ongoing monitoring.

The GSC expects operators to put in place a programme of checks, which
could include testing of different aspects throughout the year rather than doing
all in one big check at least annually. For example, a drive on risk assessment
one month followed by source of wealth the next.

< AML/CFT reporting to the board

The Code requires the AML/CFT Compliance Officer to report to the board at least
annually. Again, rather than one big annual report, they may report on difference
aspects on a more frequent basis. It could be that Operators have AML/CFT as a
standing agenda item at all board meetings which includes reports from the MLRO
and/or AML/CFT Compliance Officer.

% Group/Head Office AML/CFT Compliance Officers

As the role holder has a large responsibility and requires in-depth understanding of
all of the Island’s AML/CFT/CPF requirements, the GSC would discourage the same
individual holding this role across multiple jurisdictions.

Best Practice — Independent Audit

Operators should consider commissioning periodic audit reports by an independent third-
party expert.

Such reports can be helpful to provide an unbiased view and “fresh pair of eyes”. They
can be particularly helpful where it is not possible for the AML/CFT Compliance Officer to
be completely conflict free or where extra attention is required to fully understand and
remediate shortcomings.
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Key Messages

Monitoring and Testing Compliance - Key Messages

AML/CFT Compliance Officer is responsible for all AML/CFT procedures and
controls.

All operators must have an AML/CFT Compliance Officer appointed even if not
currently trading.

Changes to the AML/CFT Compliance Officer must be notified to the GSC as entry
controls apply.

An AML/CFT Compliance Officer does not need to hold a professional AML/CFT
qualification but does need:

To be sufficiently senior in the organisation of the operator or have sufficient
experience or authority;

Direct access to officers of the operator;
Sufficient time and resource to properly discharge their responsibilities.

The AML/CFT Compliance Officer should be independent from the enterprise
functions of the company.

The AML/CFT Compliance Officer is responsible for ensuring that the operator has
procedures and controls to monitor the AML/CFT/CPF function; to test that the
AML/CFT/CPF procedures and controls are compliant with the law and are effective.

The Code requires the AML/CFT Compliance Officer to report to the board at least
annually.
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6.2 New Staff Appointments (Paragraph 26)

The FATF Requirement

The Interpretive note to Recommendation 18 states that AML/CFT policies procedures and
controls should include screening procedures to ensure high standards when hiring
employees.

The Code 2019

26 New staff appointments

An operator must establish, record, maintain and operate procedures and controls to enable the
operator to satisfy itself of the integrity of new officers and of all new appropriate employees
and workers

GSC Guidance and Policy

What? The paragraph requires operators to conduct integrity checks on new officers,
appropriate employees and workers.

Why? Effective staff vetting controls help to protect an operator from the financial and
reputational harms that could result from staff misconduct. Misconduct could range from not
following AML/CFT/CPF procedures (whether due to collusion with criminal elements or
disregard for the rules) to financial theft or theft of company or customer data.

When? Ideally, all parts of the vetting checks should be completed prior to the staff member
commencing work. In some cases, such as delays in obtaining criminal background checks, this
may not be possible. In such cases the GSC recommends that the staff member be provided a
conditional appointment, restrictions put on their access levels and supervised closely until the
checks are finalised.

Who? The requirement for vetting applies to all officers and appropriate employees and
workers (this includes contractors and those employed via service companies). The GSC
considers appropriate employees and workers to be those who have access to customers,
customer information, company records, systems, hardware and software. Very few staff (e.g.
those with very limited IT development roles) would not be considered as appropriate for
vetting.

The GSC makes no distinction between different types of director (non-executive directors for
example) and expects due diligence to be performed and documented for anybody to whom
is assigned a directorship.

How? As with all AML/CFT/CPF procedures, those for integrity controls must have regard to
the size and risks of the operator. The extent of checks carried out should vary based on the
role of the person, their level of influence and access and not focus merely on senior
management roles.

In order to meet these requirements operators must, where possible-
e Obtain and confirm references;
e Confirm employment history and the qualifications advised;

e Request details of any regulatory action taken against the individual (or the absence of
such action); and

e Request details of any criminal convictions (or the absence of such convictions) and
verify where possible.
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Operators must document the steps taken to satisfy these requirements including the
information and confirmations obtained. Operators must also document where it has not been
possible to obtain such information including the reasons why this is the case.

Operators may wish to make ongoing character checks a part of employment contracts.

Operators should also remain alert to proliferation financing and sanctions-evasion risks
associated with DPRK-linked activity, including the use of overseas IT workers,
intermediaries, and concealed identities to generate revenue or circumvent international
sanctions. IOM’s PF NRA* identifies remote employment arrangements within technology-
driven businesses as a potential vulnerability and highlights the wider use of cyber-enabled
activity and complex international networks to support proliferation-related objectives.

Where operators engage remote IT workers, outsource technology services or enter into
related business relationships, they should apply appropriate risk-based due diligence to
establish the identity of relevant parties, understand the nature and commercial rationale of
the arrangement, and assess ownership, control, and payment arrangements. Relevant
warning signs may include inconsistent or unverifiable identity information, unexplained
intermediaries, opaque payment arrangements, or indications that a party is acting on behalf
of an undisclosed person or entity. Operators should investigate relevant concerns, apply
appropriate sanctions screening and controls, and comply with applicable targeted financial
sanctions, reporting, and other legal obligations. Identified risks should be reflected in the
operator’s BRA and associated frameworks, where relevant.

Key Messages

New Staff Appointments - Key Messages

Effective staff vetting controls help to protect an operator from the financial and
reputational harms that could result from staff misconduct.

Ideally, all parts of the vetting checks should be completed prior to the staff
member commencing work.

The requirement for vetting applies to all officers and appropriate employees and

workers (this includes contractors and those employed via service companies).

Integrity controls must have regard to the size and risks of the operator.

Operators must document the steps taken to satisfy these requirements including
the information and confirmations obtained.

Operators must also document where it has not been possible to obtain such
information including the reasons why this is the case.

41 https://counteringfinancialcrime.im/media/ivmbg3un/pf-nra-july-26.pdf
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6.3 Staff training (Paragraph 27)

The FATF Requirement

The Interpretive note to Recommendation 18 states that AML/CFT policies, procedures and
controls should include an ongoing employee-training programme.

The Code 2019
27 Staff training

(1)  An operator must provide or arrange education and training, including refresher
training, at least annually, for—

(@) all officers;
(b)  any other persons involved in its senior management; and
(c) appropriate employees and workers.

(2)  The training referred to in sub-paragraph (1) must make those persons aware
of—
(@)  the provisions of the AML/CFT legislation;
(b)  any personal obligations in relation to the AML/CFT legislation;

(c)  the reporting procedures and controls established under paragraph 22
(reporting procedures);

(d) the operator's policies and procedures and controls for AML/CFT as
required by paragraph 4 (procedures and controls);

(e) the recognition and handling of unusual activity and suspicious activity;

(f their personal liability for failure to report information or suspicions in
accordance with internal procedures and controls, including the offence of
tipping off; and

(@)  new developments, including information on current techniques, methods
and trends in ML/FT.

(3) Where there have been significant changes to AML/CFT legislation or the
operator’s policies and procedures, the operator must provide appropriate
education and training to those persons included in sub-paragraph (1) within a
reasonable timeframe.

(4) The operator must maintain records which demonstrate compliance with sub-
paragraph (1).

GSC Guidance and P olicy

What? This paragraph details when AML/CFT training must be delivered and, importantly,
what exactly must be included in the training.

Why? AML/CFT training is a legal requirement and essential for managing financial crime risk.
Employees particularly those that are customer facing or deal with financial transactions are at
the forefront of identifying unusual or suspicious activity.

If an AML/CFT/CPF breach occurs and the staff member involved can demonstrate there has
been a lack of training then the GSC will view the failure as an organisational one and will
investigate the root cause.

For this reason, special care should be taken to ensure that staff training could be evidenced.
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When? There are three times when training should be delivered; for new starters, refresher
training (at least annually) and in the event of changes to the AML/CFT/CPF requirements or
the operators own AML/CFT/CPF processes and procedures.

Who? The requirement for training and awareness applies to all officers and appropriate
employees and workers (this includes contractors and those employed via service
companies). The GSC considers appropriate employees and workers to be those who have
access to customers, customer information, company records, systems, hardware and
software. Very few staff (e.g. those with very limited IT development roles) would not be
considered as appropriate for AML/CFT/CPF training.

The GSC makes no distinction between different types of director (non-executive directors for
example) and training for anybody to whom is assigned a directorship.

The GSC would expect the AML/CFT Compliance Officer to be involved in creating, delivering
or supervising AML/CFT/CPF training to ensure that it meets the Code requirements, is in line
with the business’ risks and is effective. The MLRO should contribute in the area of suspicious
activity reporting.

How? Whilst the Code is clear on what has to be included in the training and when it must be
delivered, it does not stipulate how the training is delivered.

Operators should ensure that AML/CFT training programmes cover the differences between ML
and FT. Staff should be aware that that FT may involve funds that are of legitimate origin, may
involve relatively small transaction values and may be identified by concerns relating to the
purpose, destination or beneficiary of the funds, rather than their source. Training should
include practical FT typologies and indicators relevant to the operator’s products, customer
base, payment methods and jurisdictional risk exposure.

The GSC sees merit, particularly for smaller businesses, to contract third party AML/CFT/CPF
experts to deliver aspects of the training. A third party, however, will not usually be suitable
to provide training on the operator’s own processes and procedures.

General AML/CFT/CPF Operator Specific AML/CFT/CPF

(could be delivered by a third party) (should be in-house)

. AML/CFT/CPF legislation + Operator’s AML/CFT/CPF
procedures and controls

+ Personal obligations in law
+  POCA/ATCA/FIU reporting

« Personal liability in law

+  Operator’s reporting procedure
+ Personal liability in staff contract

« Trends and typologies identified by

+ General trends and typologies (including MLRO or AML/CFT Compliance Officer

those identified through NRAS)
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Key Messages

Staff Training - Key Messages

AML/CFT/CPF training is a legal requirement and essential for managing financial
crime risk.

There are three times when training should be delivered; for new starters, refresher
training (at least annually) and in the event of changes to the AML/CFT/CPF
requirements or the operators own AML/CFT/CPF processes and procedures.

The requirement for training and awareness applies to all officers and appropriate
employees and workers (this includes contractors and those employed via service
companies).

The GSC would expect the AML/CFT Compliance Officer to be involved in creating,
delivering or supervising AML/CFT/CPF training to ensure that it meets the Code
requirements, is in line with the businesses risks and is effective.

The MLRO should contribute to the area of suspicious activity reporting.
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Part 7: Miscellaneous

7.1 Fictitious, Anonymous and Numbered Accounts (Paragraph 28)

The FATF Requirement

FATF Recommendation 10 states that businesses should be prevented from keeping
anonymous accounts or accounts in obviously fictitious names.

The Code 2019
28 Fictitious, anonymous and numbered accounts

(1)  An operator must not set up or maintain an anonymous account, a numbered
account or an account in a name that it knows, or has reasonable grounds to
suspect, is fictitious for any new or existing customer.

(2) To avoid doubt sub-paragraph (1) does not apply to occasional transactions that
have not been identified as exceeding the occasional transaction threshold.

GSC Guidance and Policy

What? This paragraph prohibits operators from setting up accounts that are anonymous, in
fictitious names or numbered.

Why? Accounts must only be established for a named individual or entity so that due
diligence measures may be applied including verification of identity and checks to establish
whether the customer is a PEP or sanctioned.

When? This paragraph applies at account registration or where the occasional transaction
threshold is reached.

It does not apply in respect of occasional transactions under the threshold. For these
transactions, fictitious names may be used in nhom de plume systems until the customer’s true
name is established.

Who? This applies to all types of customers including those acting by way of business or on
behalf of another person.

How? Operators should put in place measures to both prevent and detect anonymous,
potentially fictitious or numbered accounts.

< “Anonymous”

Accounts where information is insufficient to allow positive identification of a
person including accounts with no names or partial name.

< “Fictitious”

Accounts in made-up names, nicknames, etc. Test accounts should be
clearly identifiable as such and be discounted from reports on real customer
accounts.

Operators allow customers to use player names however; they must always
be accompanied with the customer’s full name.
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* “"Numbered”

Multi-digit number known only to the customer and select employees such as
a VIP manager. This is prohibited because it adds a layer of secrecy. All
employees must be able to easily establish who a customer really is.

Operators may assign unique customer references to customer however
they must always be accompanied with the customer’s full name.

Prevention methods include restricting numbers and symbols on name fields on registration
pages.

Detection methods include a review of recent registrations to identify any names that appear
to be incomplete or fictitious. Where such names are identified, the customer should be asked
to confirm their full name with supporting evidence or verification.

Key Messages

Fictitious, Anonymous and Numbered Accounts - Key Messages

v" Accounts must only be established for a named individual or entity so that due
diligence measures may be applied including verification of identity and checks to

establish whether the customer is a PEP or sanctioned.

v" Operators should put in place measures to both prevent and detect anonymous,
potentially fictitious or numbered accounts.
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7.2 Payment of Online Gambling Winnings (Paragraph. 29)

The FATF Requirement
N/a — there is no FATF Recommendation regarding the payment of online gambling winnings.

The Code 2019
29 Payment of online gambling winnings

Any winnings from online gambling due to a customer may be paid only—

(@) to a card account or other financial facility from which a deposit has
previously been made by the customer and which the operator is satisfied
stills belongs exclusively to the customer; or

(b)  to a card account or other financial facility that the operator is satisfied
will result in the customer exclusively receiving the withdrawal,

in accordance with the Online Gambling (Registration and Accounts) (Amendment) Regulations
2014

GSC Guidance and Policy
What? This paragraph details restrictions on the payment of online gambling winnings.

Why? The restrictions help to ensure that funds are not sent from gambling accounts to
third parties as this poses an ML/FT/PF risk.

When? The Code specifies these restrictions in respect of winnings however the GSC
expects the requirements to be complied with in respect of all account withdrawals regardless
of win/loss.

Who? This applies to all types of online gambling account holders.

How? Wherever a customer requests funds to be withdrawn to a different financial facility
than that used to deposit, steps should be taken by the operator to determine whether that
facility belongs to the customer. This could be done by having the customer send a photo of
their bank cards, bank statement or screen grab of an e-wallet.

Financial facility means a bank card, bank account, prepaid card, e-wallet, etc.

It can be perfectly normal for customers to change financial facilities from time to time. Usually
this will be due to a bank card expiring. However, Operators should be aware of the "multiple
card” typology. This is where a customer attempts to deposit from multiple cards (whether in
their own name or someone else’s) before withdrawing either to one card or to another facility
such as an e-wallet.

Consideration should be given to whether the activity may be unusual or suspicious -
e Has the customer used a larger than normal number of financial facilities?
e Has the customer frequently changed or updated their details?

e Has the request definitely come from the customer or could their account have been
hacked?

e Have funds been played through or simply deposited and then withdrawn to another
facility?
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AML/CFT & Responsible Gambling

The use of multiple financial facilities could be a sign that the customer has a gambling
problem. Staff should be alert to this and interact with the customer accordingly.

Key Messages

Payment of Online Gambling Winnings - Key Messages

v" The Code details restrictions in respect of online gambling winnings however the
GSC expects the requirements to be complied with in respect of all account
withdrawals regardless of win/loss.

Wherever a customer requests funds to be withdrawn to a different financial

facility than that used to deposit, steps should be taken by the operator to
determine whether that facility belongs to the customer.

Consideration should be given to whether the activity may be unusual or
suspicious.

137 V1.4 — November 2026



138

7.3 Transfer of a Block of Business (Paragraph 30)

The FATF Requirement

FATF Recommendation 1 states that simplified due diligence measures may be applied in
certain situations where there is a low ML/FT/PF risk.

The Code 2019

30 Transfer of a block of business

(1)

(2)

(3)

4)

This paragraph applies where the operator (“the purchaser”) acquires a
customer or group of customers from another entity (the “vendor”).

The acquired customer or group of customers constitutes a new ongoing
customer relationship for the purchaser and customer due diligence in respect of
that new ongoing customer relationship may be provided to the purchaser by the
vendor, if each of the conditions in sub-paragraph (3) are met.

The conditions referred to in sub-paragraph (2) are that—
(@) the vendor is, or was—

(i) the holder of an online gambling licence issued under section 4 of
the Online Gambling Regulation Act 2001; or

(ii) a gambling business—
(A) regulated under the law of a jurisdiction in List C; and

(B) subject to AML/CFT legislation and has procedures and
controls that are at least equivalent to the Code; and

(b) the purchaser—

(i) has identified the customer and any known beneficial owner and
has no reason to doubt those identities;

(ii) undertakes a risk assessment of the customer and has not identified
the customer as posing a higher risk of ML/FT;

(iii) knows the nature and intended purpose of the ongoing customer
relationship;

(iv)  has taken reasonable measures to establish the source of funds;
(V) has not identified any suspicious activity; and

(vi)  has put in place appropriate measures to remedy, in a timely
manner, any deficiencies in the customer due diligence of the
acquired customer or group of customers.

Where a customer has been identified by the vendor or purchaser as posing a
higher risk of ML/FT the purchaser must undertake its own enhanced customer
due diligence in respect of that customer in accordance with paragraph 14
(enhanced customer due diligence).
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GSC Guidance and Policy

What? This paragraph is a new addition to the 2019 Code and provides operators with the
ability to take CDD from another entity when taking on a block of business, if certain conditions
are met.

Why? This part of the Code aims to simplify the process of taking on a block of business by
removing the need for the operator to obtain CDD direct from the customers.

When? This applies where an operator acquires a block of business i.e. a customer database
from another online gambling entity. The GSC expects to be notified of the acquisition and the
operator’s intended approach for managing the transfer of a block of business.

Who? Any operator can use this concession if the vendor (the entity supplying the block of
business to the operator) either holds or has held an OGRA licence or equivalent in a List C
jurisdiction that applies AML/CFT/CPF measures to online gambling in line with the Code.

How?
< Does the vendor meet the eligibility criteria?

For IOM entities, the operator must check that the entity has or previously held an OGRA
licence. Current operators may be found on the GSC’s website. Details of former operators can
be provided on request.

For non-IOM entities, the operator must check-
o That the entity is based in a List C country.
Please see DHA's website*?
o That the entity is regulated.

The operator should ask the vendor to provide details of their licence type and
regulator. The operator should then verify this information.

o That the entity is subject to AML/CFT/CPF legislation in line with the
Code.

This aspect will require some research. Useful information sources include the
MONEYVAL, FATF and regulators’ websites.

% Information required

The following information is required. It may be provided by the vendor however, it is the
operator’s responsibility to check that information is present and correct.

o Identification of the customers and any known beneficial owner.

This includes full names, addresses and dates of birth plus verification/evidence for
those over the threshold. The operator must check to ensure there are no anonymous,
fictitious or numbered accounts.

o Customer risk assessment of all customers.

Operator’s CRA processes will vary. For this reason, any risk score and assessment
carried out by the vendor should be used for information only with the operator
updating the risk assessment under its own methodologies at the earliest possible
opportunity.

o Source of funds.

“2 https://www.gov.im/about-the-government/departments/home-affairs/executive-office/anti-
money-laundering-legislation-and-countering-the-financing-of-terrorism-amlcft/
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The operator should be provided with detail of the customer’s SOF for activity that
occurred prior to the transfer of business.

% Treatment of high-risk customers in the acquired block of business

For customers identified as higher risk either by the vendor or the operator, EDD is required
and the operator must carry this out. Information provided by the vendor such as source of
wealth may be included in the operator’s EDD.

% Remediation of shortcomings

The operator must make plans to remediate any shortcomings in CDD/EDD in a timely manner.
It is understood that such remediation could be significant and complex. It is therefore
expected that operators notify the GSC of any significant acquisitions of customers and of plans
to remediate shortcomings so that timeframes may be agreed and monitored.

The notification should provide sufficient information for the GSC to understand the scale and
nature of the acquisition, the extent of reliance on CDD/EDD provided by the vendor, any
material deficiencies identified and the proposed approach and timeframe for remediation. This
supports the GSC’s ongoing supervisory oversight of the use and effectiveness of the simplified
measures under Paragraph 30.

It would be beneficial for operators to add a “flag” to customers that have been acquired as a
block of business so that they can easily be identified and reported on for regulatory and
remediation purposes.

% Treatment of suspicious activity

If the operator identifies any suspicious activity the concession may not be used meaning that
the operator must carry out CDD on all acquired customers itself without any reliance on the
vendor.

Operators should ensure that the vendor does not include in the block of business any
customers that have conducted suspicious activity.
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Key Messages

Transfer of a Block of Business - Key Messages

This part of the Code aims to simplify the process of taking on a block of business
by removing the need for the operator to obtain CDD direct from the customers.

This applies where an operator acquires a block of business i.e. a customer
database from another online gambling entity.

Any operator can use this concession if the vendor (the entity supplying the block
of business to the operator) either holds or has held an OGRA licence or equivalent
in a List C jurisdiction that applies AML/CFT measures to online gambling in line
with the Code.

The GSC expects to be notified of significant acquisitions where this concession is

used, including any materials CDD deficiencies and associated remediation plans.

For a vendor to meet the eligibility criteria it must check:

o That the entity is based in a List C country;

o That the entity is regulated;

o That the entity is subject to AML/CFT legislation in line with the Code.
The following information is required:

o Identification of the customers and any known beneficial owner;

o CRA of all customers;
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7.4 Foreign Branches and Majority Owned Subsidiaries (Paragraph
31)

The FATF Requirement

FATF Recommendation 18 states that businesses should be required to ensure that their
foreign branches and majority-owned subsidiaries apply AML/CFT measures consistent with
the home country requirements, implementing the FATF Recommendations through the
groups’ AML/ CFT programmes.

The Code 2019
31 Foreign branches and majority-owned subsidiaries

(1) An operator must ensure that any branch or majority-owned subsidiary in a
jurisdiction outside the Island takes measures consistent with this Code and
guidance issued by the Commission relating to AML/CFT, to the extent permitted
by the laws of that jurisdiction.

(2) If the host country does not permit the proper implementation of measures
consistent with this Code and guidance issued by the Commission for AML/CFT,
the operator must—

(@)  apply appropriate additional measures to manage the ML/FT risks; and
(b)  inform the Commission within a reasonable timeframe.

(3) To avoid doubt, the requirements of this paragraph apply only in respect of
foreign branches and majority-owned subsidiaries undertaking activities that are,
or if carried on in the Island would be regulated under—

(@)  the Online Gambling Regulation Act 2001,
(b)  the Casino Act 1986; or
(c)  the Gaming, Betting and Lotteries Act 1988.

GSC Guidance and Policy

What? This paragraph requires operators to apply IOM-standard AML/CFT/CPF procedures
and controls to their foreign branches and subsidiaries.

Why? The FATF Recommendations aim to create a level playing field of requirements around
the globe. In particular, they aim to prevent global businesses from having an arm of their
business with poor AML/CFT/CPF controls that acts as the gateway for illicit funds into their
structure.

Who? This requirement applies any operator (online, casino or bookmaker) that has foreign
branches or majority-owned subsidiaries. For clarity, this does not mean that IOM requirements
must be pushed up the structure, to head office or across to sister companies.

The GSC does not expect these requirements to apply to many operators due to the nature
of their structures and would be pleased to field enquiries from any operators that may be
unsure whether the requirements apply to their structure.

How? The GSC expects the operator’s AML/CFT Compliance Officer to advise the board on
how to implement the IOM standards.

In some jurisdictions, there may be legislation that conflicts with the IOM AML/CFT/CPF laws
making it impossible to comply. In such instances, the operator must take steps to address
the resulting AML/CFT/CPF risk and liaise with the GSC within a reasonable timeframe.
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Part 8: Offences and Revocations

8.1 Offences (Paragraph 32)

The FATF Requirement

FATF Recommendation 35 states that countries should ensure there is a range of effective,
proportionate and dissuasive sanctions, whether criminal, civil or administrative, where there
is a failure to comply with AML/CFT requirements. Sanctions should be applicable not only
to businesses, but also to their directors and senior management.

The Code 2019
32 Offences

(1)  Any person who contravenes this Code is guilty of an offence and liable—

(@) on summary conviction to custody for a term not exceeding 12 months
or to a fine not exceeding level 5 on the standard scale, or to both; or

(b)  on conviction on information to custody not exceeding 2 years or to a
fine, or to both.

(2)  In determining whether a person has complied with any of the requirements of
any part of this Code a court may take account of any relevant supervisory or
regulatory guidance given by the Commission which applies to that person.

(3) In proceedings against a person for an offence under this paragraph, it is a
defence for the person to show that it took all reasonable measures to avoid
committing the offence.

(4) If an offence under this paragraph is committed by a body corporate and it is
proved that the offence—

(@)  was committed with the consent or connivance of an officer of the body;
or

(b)  was attributable to neglect of the part of an officer of the body,

the officer, as well as the body, is guilty of the offence and liable to the penalty
provided for it.

GSC Guidance and Policy

What? This paragraph sets out the criminal offence of failing to comply with the Code and
the related penalties. It also states that supervisory and regulatory guidance will be taken into
consideration when determining whether a person has complied and that taking all
reasonable measure to comply is a defence.

Offences in the primary law for ML, FT, sanctions and proliferation are detailed later in this
guidance.

Why? Criminal prosecution of Code breaches is one of a range of possible actions that could
be taken in relation to AML/CFT/CPF failings. The available criminal and civil (regulatory) actions
together constitute a “range of effective, proportionate and dissuasive sanctions” as required by
the FATF.

When? Criminal prosecution will be pursued in circumstances where the public interest
requires a prosecution.

Who? Code breaches are committed by the operator as an entity. Offences are also committed
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by officers of the entity if the offence was committed with their consent or connivance or
because of neglect on their part.

Officer is a defined term and includes directors and secretaries. The term does not include
MLROs or AML/CFT Compliance Officers although they may be held accountable (as a
senior manager) under the Gambling (AML/CFT) Act which could result in the Commission
determining them as a “not fit and proper” person to hold such a role.

How? Guidance on the Gambling (AML/CFT) Act including GSC’s AML/CFT enforcement
policy can be found on the Enforcement Policy and Guidance page of the GSC's website*.

« Standard scale of fines

Details of the minimum and maximum fines can be found on the Government’s
legislation website.

At the time of writing this guidance, a level 5 fine can be up to £10,000.

43 https://www.isleofmangsc.com/gambling/enforcement/policy-guidance/
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Part 9: Links & Further Information

9.1 Legislation

GSC Primary, Secondary and AML/CFT legislation are listed on the GSC website.

Please see the Isle of Man government legislation page for more information on current IOM
legislation.

9.2 National Risk Assessments

The full suite of Isle of Man National Risk Assessment documents can be found on the Isle of
Man Countering Financial Crime website. Key documents for the sector include:

e Gambling Sector NRA, published in February 2026
e TCSP Sector NRA, published in March 2026

e Money Laundering NRA, published in March 2026
e Terrorist Financing NRA, published in July 2025

e Proliferation Financing NRA, published in July 2026

e National Risk Appetite Statement on eGaming, published in May 2025

9.3 SAR Guidance and Reporting

The Isle of Man’s online SAR reporting mechanism is Themis. Guidance on Themis can be found
on the Isle of Man Financial Intelligence Unit (FIU) website. If you already have a login, you can
access Themis from this link.

9.4 FIU Guidance and Typology Reports

The Isle of Man Financial Intelligence Unit (FIU) publishes a range of guidance documents to
assist MLROs and regulated entities with identifying, assessing and reporting suspicious activity.
Guidance published by the FIU can be found on the Guidance Documents section of the FIU
website.

The FIU also publishes typology reports and other financial intelligence products covering
emerging and developing financial crime risks. Operators are encouraged to review these
publications on the Documents & Reports section of the FIU website.

Key publications for the sector include:

e Online Gambling Red Flags and Typologies, published in May 2025

e Human Trafficking and Modern Slavery Red Flags and Typologies, published in June
2026

e Terrorist Financing Red Flags and Typologies, published in May 2026

e Proliferation Financing Red Flags and Typologies, published in August 2026

9.5 Sanctions and Proliferation

More information about financial sanctions and proliferation financing can be found on the Isle
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of Man Customs and Immigration website. The GSC recommends that all regulated entities sign
up to the IOM Customs and Immigration News RSS feed.

IOM Customs and Immigration have a number of notices and documents which may be of use
to regulated entities, these include more specific guidance that can be found at the below pages:

e Financial Sanctions - General

e Financial Sanctions Relating to Terrorism

e Financial Sanctions Relating to Proliferation

e Trade-Based Money Laundering Guidance

9.6 IOM DHA AML/CFT Lists

The Isle of Man Department of Home Affairs (IOM DHA) publishes the IOM AML/CFT
jurisdiction lists, including Lists A, B, C and D. These lists identify jurisdictions subject to FATF
calls for countermeasures, those presenting higher ML/TF risk, and those considered to
operate laws of approximately equivalent standard to those of the IOM.

Operators should ensure that the most recent lists published by the DHA are considered as
part of their AML/CFT frameworks.

The lists can be found on the IOM DHA website.

9.7 Anti Bribery and Corruption

The Isle of Man Anti-Bribery and Corruption website provides information and resources on
addressing bribery and corruption, including relevant legislation, guidance and reporting
arrangements. Operators are encouraged to consider these resources.

9.8 GSC Supervision Procedures

The GSC publishes procedures and supporting information to assist operators in understanding
its supervisory approach.

AML/CFT inspections typically include both a technical assessment and practical assessment
including an onsite inspection. Further information is available in the GSC's AML/CFT Supervisory
Methodology and Inspections Procedures.

The GSC maintains separate guidance for General Compliance Supervision Inspections, which
cover the full range of operational, consumer protection and governance requirements
applicable to licensed operators. Further information is available in the GSC's General
Compliance Supervision Inspection Procedures.

9.9 GSC Links

The GSC regularly shares updates via its website and social media pages. We have included
some other useful links for operators below:

GSC News Updates
GSC Videos
GSC Publications & Typology Reports
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GSC LinkedIn Page
GSC Newsletter Sign Up

9.10 IOM Financial Crime Partnership

The Isle of Man Financial Crime Partnership (IOM FCP) is a public-private partnership established
to strengthen collaboration and information sharing between the public and private sectors and
support the detection and reporting of suspected financial crime. The FCP includes an e-Gaming
Operational Group and public sector representation from the FIU, GSC, IOM FSA and Isle of Man
Constabulary. Further information is available on the IOM FCP website.

Operators are encouraged to review relevant FCP publications on the IOM FCP website.
Publications include the e-Gaming Risk Group's September 2026 Proportionate and Intelligence
Led Diligence paper and other financial crime risk products.

9.11 Other Useful Resources

Financial Action Task Force (FATF)

The FATF is an inter-governmental body which leads global action against ML, FT and PF. As
well as setting the international standards for combatting financial crime, the FATF publishes
guidance, typologies and research on emerging illicit finance risks. Operators are encouraged
to review and consider FATF publications, available via the following links:

e FATF Publications — All documents
e FATF Publications — Methods and trends in ML, FT and PF

Recent, key publications for the sector include the September 2026 FATF Risks of Gaming and
Gambling Report which examines the key ML/FT/PF risks across these sectors and provides
practical red flag indicators to support the identification and assessment of suspicious activity
within the industry.

MONEYVAL

The body which scrutinises the IOM’s compliance with FATF's recommendations is an associate
member of FATF and a so called FATF-Style Regional Body (FSRB) called the Council of Europe
Committee of Experts on the Evaluation of Anti-Money Laundering Measures (MONEYVAL for
short). In addition to assessing its members’ compliance with international standards through
a process of mutual evaluations, MONEYVAL also publish research and typology reports on ML,
FT and PF risks. Operators are encouraged to review and consider relevant MONEYVAL
materials, available at the following link:

e MONEYVAL — Typologies and Research

United Nations Office on Drugs and Crime (UNODC)

The United Nations Office on Drugs and Crime (UNODC) supports international efforts to
combat organised crime, money laundering and other forms of illicit activity. It publishes
research and threat assessments on emerging and evolving risks and methodologies, including
the misuse of casinos and online gambling, cyber-enabled fraud, underground banking and
virtual assets.
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Operators are encouraged to review and consider relevant UNODC publications, such as:

e Casinos, Money Laundering, Underground Banking, and Transnational Organized Crime

in East and Southeast Asia: A Hidden and Accelerating Threat (January 2024)

e Transnational Organized Crime and the Convergence of Cyber-Enabled Fraud,
Underground Banking and Technological Innovation in Southeast Asia: A Shifting
Threat Landscape (October 2024)

o Inflection Point: Global Implications of Scam Centres, Underground Banking and Illicit
Online Marketplaces in Southeast Asia (April 2025)

These publications may be particularly useful when considering jurisdictional risk, organised
crime exposure, emerging technologies, and risks arising through the wider gambling
ecosystem.

Europol

Europol is the European Union Agency for Law Enforcement Cooperation. Europol publishes
threat assessments, intelligence reports and research on a range of topics including serious
and organised crime, financial and economic crime, cybercrime and terrorism.

Operators are encouraged to review relevant Europol publications, available at the following
links:

e Europol — Publications page

e Europol — Sports Corruption page
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